Enigma of Estoeric Nothingness



“A graphic and blistoring ingictment... ~
- Balph Kaier

Database
Nation

21 CENTIRY

Simson Garfinkal




Database Nation

The Death of Privacy in the 21st Century



Also by Simson Garfinkel

Architects of the Information Society (edited by Hal Abelson)

Sopping Spam (coauthored with Alan Schwartz)

Web Security & Commerce (with Gene Spafford)

Practical UNIX & Internet Security (coauthored with Gene Spafford)

PGP: Pretty Good Privacy

The UNIX-HATERS Handbook (with Daniel Weise and Steven Strassmann)

NeXTSTEP Programming (coauthored with Michael Mahoney)

Practical UNIX Security (coauthored with Gene Spafford)



Database Nation

The Death of Privacy in the 21st Century

Simson Garfinkel

Beijing « Cambridge « Farnham ¢ Kéln « Paris » Sebastopol « Taipei * Tokyo



Database Nation: The Death of Privacy in the 21st Century
by Simson Garfinkel

Copyright © 2000 O'Reilly & Associates, Inc. All rights reserved.
Printed in the United States of America.
Cover photograph of eye © John Feingersh/Stock Market.

Published by O'Reilly & Associates, Inc., 101 Morris Street, Sebastopol, CA 95472.

Editor: Deborah Russdll

Production Editor: Madeleine Newell

Cover Designer: Hanna Dyer

Printing History:

January 2000: First Edition.

Nutshell Handbook, the Nutshell Handbook logo, and the O'Rellly logo are registered
trademarks of O'Reilly & Associates, Inc.



Many of the designations used by manufacturers and sellers to distinguish their
products are claimed as trademarks. Where those designations appear in this book, and
O'Rellly & Associates, Inc. was aware of atrademark claim, the designations have
been printed in caps or initial caps.

While every precaution has been taken in the preparation of this book, the publisher
assumes no responsibility for errors or omissions, or for damages resulting from the use
of the information contained herein.

Library of Congress Cataloging-in-Publication Data

Garfinkel, Simson.

Database nation: the death of privacy in the 21st century / Simson Garfinkel.

p. cm.

Includes bibliographical references and index.

ISBN 1-56592-653-6 (alk. paper)

1. Privacy, Right of--United States. 2. Computer security--United States. |. Title.

JC596.2U5 G37 2000
323.44'8'0973--dc21 99-058637



For Sonia
who will be 55 in 2048



Contents

1. Privacy Under Attack 1
2. Database Nation 13
3. Absolute Identification 37
4. What did you do Today? 69
5. The View from above 93
6. To know your Future 125
7. Buy Now! 155

8. Who Owns your Information? 177



9. Kooks and Terrorists

10. Excuse Me, but are you Human?

11. Privacy Now!

Annotated Bibliography and Notes

Acknowledgments

Index

209

241

257

273

293

299



Chapter One
Privacy Under Attack

Y ou wake to the sound of aringing telephone—but how could that happen?

Several months ago, you reprogrammed your home telephone system so the phone would never
ring before the civilized hour of 8:00 am. But it's barely 6:45 a.m. Who could be calling at this
time? More importantly, who was able to bypass your phone's programming?

Y ou pick up the telephone receiver, then slam it down a moment later. It's one of those
marketing machines playing a prerecorded message. Computerized telemarketing calls have
been illegal within the United States for more than a decade now, but ever since international
long-distance prices dropped below 10 cents a minute, calls have been pouring in to North
Americafrom all over the world. And they're nearly all marketing calls—hence the popularity of
programmabl e phones today. What's troubling you now is how this call got past the filters you
set up. Later on, you'll discover how: the company that sold you the phone created an
undocumented "back door"; last week, the phone codes were sold in an online auction. Because
you weren't paying attention, you lost the chance to buy back your privacy.

Oops.

Now that you're awake, you decide to go through yesterday's mail. There's a letter from the
neighborhood hospital you visited last month. "We're pleased that our emergency room could
serve you in your time of need," the letter begins. "As you know, our fees (based on our
agreement with your HMO) do not cover the cost of treatment. To make up the difference, a
number of hospitals have started selling patient records to medical researchers and consumer
marketing firms. Rather than mimic this distasteful behavior, we have decided to ask you to help
us make up the difference. We are recommending a tax-deductible contribution of $275 to help
defray the cost of your visit."

The veiled threat isn't empty, but you decide you don't really care who finds out about your
sprained wrist. You fold the letter in half and drop it into your shredder. Also into the shredder
goes atrio of low-interest credit card offers



Why a shredder? A few years ago you would have never thought of shredding your junk mail—
until afriend in your apartment complex had hisidentity "stolen" by the building's
superintendent. As best as anybody can figure out, the super picked one of those preapproved
credit-card applications out of the trash, called the toll-free number, and picked up the card when
it was delivered. He's in Mexico now, with alot of expensive clothing and electronics, al at
your friend's expense.

On that cheery note, you grab your bag and head out the door, which automatically locks behind
you.

When you enter the apartment's elevator, a hidden video camera scans your face, approves your
identity, and takes you to the garage in the basement. Y ou hope nobody else getsin the
elevator—you don't relish arepeat of what happened last week to that poor fellow in 4G. It turns
out that a neighbor recently broke up with her violent boyfriend and got are restraining order
against him. Naturally, the elevator was programmed to recognize the man and, if he was
spotted, to notify the police and keep the doors locked until they arrived. Too bad somebody else
was in the elevator when it happened. Nobody realized the boyfriend was an undiagnosed (and
claustrophobic) psychotic. A hostage situation quickly developed. Too bad for Mr. 4G.
Fortunately, everything was captured on videotape.

Y our car computer suggests three recommended approaches to your office this morning. Y ou
choose wrong, and a freak accident leaves you tied up in traffic for more than half an hour. As
you wait, the computer plays an advertisement for a nearby burger joint every five minutes. You
can't turn it off, of course: your car computer was free, paid for by the advertising.

Arriving late at work, you receive a polite email message from the company's timecard system,;
it knows when you showed up, and it gives you several options for making up the missed time.
Y ou can forgo lunch today, work an extra 45 minutes this evening, or take the 45 minutes out of
your ever-dwindling vacation time. The choiceis yours.

Y ou look up and force a smile. A little video camera on your computer screen records your
smile and broadcasts it to your boss and your coworkers. They've told you that Workplace Video
Wallpaper™ builds camaraderie—but the company that sells the software also claims that the
pervasive monitoring cuts down on workplace violence, romances, and even drug use.
Nowadays, everybody smiles at work—it's too dangerous to do otherwise.



The cameras are just one of the ways you're being continually monitored at work. It started with
electronic tagsin al the company's books and magazines, designed to stop the steady pilferage
from the library. Then, in the aftermath of a bomb scare, employees were told they'd have to
wear badges at al times, and that desks and drawers would be subject to random searches.
(Rumor hasit that the chief of security herself called in the bomb threat—a ploy to justify the
new policies.)

Next month, the company is installing devices in the bathrooms to make sure people wash their
hands. Although the devices were originally intended for the healthcare and food industries, a
recent study found that routine washing can also cut down on disease transmission among white-
collar workers. So the machines are coming, and with them you'll losejust alittle bit more of
your privacy and your dignity.

Thisisthe future—not a far-off future, but one that's just around the corner. It's afuture
in which what little privacy we now have will be gone. Some people call thisloss of
privacy "Orwellian," harking back to 1984, George Orwell's classic work on privacy
and autonomy. In that book, Orwell imagined a future in which privacy was decimated
by atotalitarian state that used spies, video surveillance, historical revisionism, and
control over the mediato maintain its power. But the age of monoalithic state control is
over. The future we're rushing towards isn't one where our every move is watched and
recorded by some all-knowing "Big Brother.” It isinstead a future of a hundred kid
brothers that constantly watch and interrupt our daily lives. George Orwell thought that
the Communist system represented the ultimate threat to individual liberty. Over the
next 50 years, we will see new kinds of threats to privacy that don't find their rootsin
totalitarianism, but in capitalism, the free market, advanced technology, and the
unbridled exchange of electronic information.

What Do We Mean By Privacy?

The concept of privacy is central to this book, yet | wish | had a better word to express
the aspect of individual liberty that is under attack by advanced technology as we enter
the new millennium.



For decades, people have warned that pervasive databanks and surveillance technology
are leading inevitably to the death of privacy and democracy. But these days, many
people who hear the word "privacy"” think about those kooks living off in the woods
with their shotguns: these folks get their mail at post office boxes registered under
assumed names, grow their own food, use cash to buy what they can't grow for
themselves, and constantly worry about being attacked by the federal government—or
by space aliens. If you are not one of these people, you may well ask, "Why should |
worry about may privacy? | have nothing to hide."

The problem with thisword "privacy” isthat it falls short of conveying the really big
picture. Privacy isn't just about hiding things. It's about self-possession, autonomy, and
integrity. As we move into the computerized world of the twenty-first century, privacy
will be one of our most important civil rights. But thisright of privacy isn't the right of
people to close their doors and pull down their window shades—perhaps because they
want to engage in some sort of illicit or illegal activity. It'sthe right of people to control
what details about their lives stay inside their own houses and what |eaks to the outside.

To understand privacy in the next century, we need to rethink what privacy really
means today:

* It's not about the man who wants to watch pornography in complete anonymity over
the Internet. It's about the woman who's afraid to use the Internet to organize her
community against a proposed toxic dump—afraid because the dump's investors are
sure to dig through her past if she becomes too much of a nuisance.

* It's not about people speeding on the nation's highways who get automatically
generated tickets mailed to them thanks to a computerized speed trap. It's about lovers
who will take less joy in walking around city streets or visiting stores because they
know they're being photographed by surveillance cameras everywhere they step.

* It's not about the special prosecutors who leave no stone unturned in their search for
corruption or political misdeeds. It's about good, upstanding citizens who are now
refusing to enter public service because they don't want a bloodthirsty press rummaging
through their old school reports, computerized medical records, and email.



* It's not about the searches, metal detectors, and inquisitions that have become a
routine part of our daily lives at airports, schools, and federal buildings. It's about a
society that views law-abiding citizens as potential terrorists, yet does little to
effectively protect its citizens from the real threats to their safety.

Today, more than ever before, we are witnessing the daily erosion of personal privacy
and freedom. We're victims of awar on privacy that's being waged by government
eavesdroppers, business marketers, and nosy neighbors.

Most of us recognize that our privacy is at risk. According to a 1996 nationwide poll
conducted by Louis Harris & Associates, one in four Americans (24%) has "personally
experienced aprivacy invasion" * —up from 19% in 1978. In 1995, the same survey
found that 80% of Americansfelt that "consumers have lost al control over how
personal information about them is circulated and used by companies.” 2 Ironically,
both the 1995 and 1996 surveys were paid for by Equifax, a company that earns nearly

two billion dollars each year from collecting and distributing personal information.

We know our privacy isunder attack. The problem is that we don't know how to fight
back.

The Role of Technology

Today's war on privacy isintimately related to the dramatic advances in technology
we've seen in recent years. Aswe'll see time and again in this book, unrestrained
technology ends privacy. Video cameras observe personal moments; computers store
personal facts; and communications networks make personal information widely
available throughout the world. Although some specialty technology may be used to
protect personal information and autonomy, the over-whelming tendency of advanced
technology isto do the reverse.



Privacy is fundamentally about the power of the individual. In many ways, the story of
technology's attack on privacy isreally the story of how institutions and the people who
run them use technology to gain control over the human spirit, for good and ill. That's
because technology by itself doesn't violate our privacy or anything else: it's the people
using this technology and the policies they carry out that create violations.

Many people today say that in order to enjoy the benefits of modern society, we must
necessarily relinquish some degree of privacy. If we want the convenience of paying
for ameal by credit card, or paying for atoll with an electronic tag mounted on our rear
view mirror, then we must accept the routine collection of our purchases and driving
habitsin alarge database over which we have no control. It's asimple bargain, albeit a
Faustian one.

| think this tradeoff is both unnecessary and wrong. It reminds me of another crisis our
society faced back in the 1950s and 1960s—the environmental crisis. Then, advocates
of big business said that poisoned rivers and lakes were the necessary costs of
economic development, jobs, and an improved standard of living. Poison was progress:
anybody who argued otherwise simply didn't understand the facts.

Today we know better. Today we know that sustainable economic development
depends on preserving the environment. Indeed, preserving the environment isa
prerequisite to the survivability of the human race. Without clean air to breathe and
clean water to drink, we will al surely die. Similarly, in order to reap the benefits of
technology, it is more important than ever for us to use technology to protect personal
freedom.

Blaming technology for the death of privacy isn't new. In 1890, two Boston lawyers,
Samuel Warren and Louis Brandei's, argued in the Harvard Law Review that privacy
was under attack by "recent inventions and business methods.” They contended that the
pressures of modern society required the creation of a"right of privacy," which would
help protect what they called "the right to be let alone." 2 Warren and Brandeis refused
to believe that privacy had to die for technology to flourish. Today, the
Warren/Brandeis article is regarded as one of the most influential law review articles
ever published. And the article's significance has increased with each passing year, as
the technological invasions that worried Warren and Brandeis have become more
commonplace.



Privacy-invasive technology does not exist in a vacuum, of course. That's because
technology itself exists at ajunction between science, the market, and society. People
create technology to fill specific needs, real or otherwise. And technology is regul ated,
or not, as people and society see fit.

Few engineers set out to build systems designed to crush privacy and autonomy, and
few businesses or consumers would willingly use or purchase these systemsiif they
understood the consequences. What happens more often is that the privacy implications
of anew technology go unnoticed. Or if the privacy implications are considered, they
are misunderstood. Or if they are understood correctly, errors are made in
implementation. In practice, just afew mistakes can turn a system designed to protect
personal information into one that destroys our secrets.

How can we keep technology and the free market from killing our privacy? One way is
by being careful and informed consumers. But | believe that government has an equally
important role to play.

The Role of Gover nment

With everything we've heard about Big Brother, how can we think of government as

anything but the enemy of privacy? Whileit's true that federal laws and actions have

often damaged the cause of privacy, | believe that the federal government may be our
best hope for privacy protection as we move into the new millennium.

The biggest privacy failure of American government has been its failure to carry
through with the impressive privacy groundwork that was laid in the Nixon, Ford, and
Carter administrations. It's worth taking alook back at that groundwork and how it may
serve us today.
The 1970s were a good decade for privacy protection and consumer rights. In 1970,
Congress passed the Fair Credit Reporting Act. Elliot Richardson, who at the time was
President Nixon's secretary of health, education, and welfare (HEW), created a
commission in 1970 to study the impact of computers on privacy. After years of
testimony in Congress, the commission found all the more reason for alarm and issued a



landmark report in 1973.

The most important contribution of the Richardson report was a bill of rights for the
computer age, which it called the Code of Fair Information Practices (see the shaded
box). That Code remains the most significant American thinking on the topic of
computers and privacy to this day.



» Any organization creating, maintaining, using, or disseminating records of
identifiable personal data must assure the reliability of the datafor their
intended use and must take precautions to prevent misuses of the data.

Source: Department of Health, Education, and Welfare, 1973.

The biggest impact of the HEW report wasn't in the United States, but in Europe. In the
years after the report was published, practically every European country passed laws
based on these principles. Many created data protection commissions and
commissioners to enforce the laws. 2 Some believe that one reason for thisinterest in
electronic privacy was Europe's experience with Nazi Germany in the 1940s. Hitler's
secret police used the records of governments and private organizations in the countries
he invaded to round up people who posed the greatest threat to the German occupation;
postwar Europe realized the danger of allowing potentially threatening private
information to be collected, even by democratic governments that might be responsive
to public opinion.

But herein the United States, the idea of institutionalized data protection faltered.
President Jimmy Carter showed interest in improving medical privacy, but he was
quickly overtaken by economic and political events. Carter lost the election of 1980 to
Ronald Reagan, whose aides saw privacy protection as yet another failed Carter
initiative. Although several privacy protection laws were signed during the
Reagan/Bush era, the leadership for these bills came from Congress, not the White
House. The lack of leadership stifled any chance of passing a nationwide data
protection act.



In fact, while most people in the federal government were ignoring the cause of
privacy, some were actually pursuing an antiprivacy agenda. In the early 1980s, the
federal government initiated numerous "computer matching” programs designed to
catch fraud and abuse. (Unfortunately, because of erroneous data, these programs often
penalized innocent individuals. £ ) In 1994, Congress passed the Communications
Assistance to Law Enforcement Act, which gave the government dramatic new powers
for wiretapping digital communications. In 1996, Congress passed a law requiring
states to display Social Security numbers on driver's licenses, and another law requiring
that all medical patientsin the U.S. be issued unique numerical identifiers, even if they
paid their own bills. Fortunately, the implementation of those 1996 laws has been
delayed, largely thanks to a citizen backlash.

Continuing the assault, both the Bush and Clinton administrations waged an all-out war
against the rights of computer users to engage in private and secure communications.
Starting in 1991, both administrations floated proposals for use of "Clipper" encryption
systems that would have given the government access to encrypted personal
communications. President Clinton also backed the Communications Decency Act
(CDA), which made it a crime to transmit sexually explicit information to minors—
and, as aresult, might have required Internet providers to deploy far-reaching
monitoring and censorship systems. When a court in Philadel phia found the CDA
unconstitutional, the Clinton administration appealed the decision all the way to the
Supreme Court—and | ost.

Finally, the U.S. government's restrictions on the export of encryption technology have
effectively restrained the widespread use of this technology for personal privacy
protection within the United States.

Aswe move forward into the twenty-first century, the United States needs to take

personal privacy seriously again. The final chapter of this book explores ways our

government might get back on track, and suggests afederal privacy agendafor the
twenty-first century.

Fighting Back



Privacy is certainly on the ropes in Americatoday, but so was the environment in 1969.
Thirty years ago, the Cuyahoga River in Ohio caught on fire and Lake Erie was
proclaimed dead. Times have certainly changed. Today it's safe to eat fish that are
caught in the Cuyahoga, Lake Erieis alive again, and the overall environment in
Americaisthe cleanest it's been in decades.

There are signs around us indicating that privacy is getting ready to make a comeback
aswell. The war against privacy is commanding more and more attention in print, on
television, and on the Internet. People are increasingly aware of how their privacy is
compromised on adaily basis. Some people have begun taking simple measures to
protect their privacy, measures like making purchases with cash and refusing to provide
their Social Security numbers—or providing fake ones. And asmall but growing
number of people are speaking out for technology with privacy, and putting their
convictions into practice by developing systems or services that protect, rather than
attack, our privacy.

Over the past few decades, we've learned that technology is flexible, and that when it
invades our privacy, theinvasion is usually the result of a conscious choice. We now
know, for instance, that when a representative from our bank says:

I'm sorry that you don't like having your Social Security number printed on your bank statement,
but thereis no way to change it.

that representative is actually saying:

Our programmers made a mistake by telling the computer to put your Social Security number on
your bank statement, but we don't think it's a priority to change the program. Take your business
elsewhere.

Today we are relearning this lesson and discovering how vulnerable business and
government can be to public pressure. Consider these three examples from the past
decade:



Lotus Development Corporation. In 1990, Lotus and Equifax teamed up to create a

CD-ROM product called "L otus Marketplace: Households' that would have included

names, addresses, and demographic information on every household in the United

States, so small businesses could do the same kind of target marketing that big

businesses have been doing since the 1960s. The project was canceled when more than

30,000 people wrote to Lotus demanding that their names be taken out of the database.
Lexis-Nexis. In 1996, Lexis-Nexis suffered an embarrassing public relations debacle
when it was reveaed that their P-TRAK database service was publishing the Social
Security numbers of most U.S. residents Thousands of angry consumers called the
company's switchboard, effectively shutting it down for aweek. Lexis-Nexis
discontinued the display of Social Security numbers 11 days after the product was
introduced.

Social Security Administration (SSA). In 1997, it was the U.S. Social Security
Administration's turn to suffer the public's wrath. The pressinformed U.S. taxpayers
that the SSA was making detailed tax history information about them available over the
Internet. The SSA argued that its security provisions—requiring that taxpayers enter
their name, date of birth, state of birth, and mother's maiden name—were sufficient to
prevent fraud. But tens of thousands of Americans disagreed, severa U.S. senators
investigated the agency, and the service was promptly shut down. When the service
was reactivated some months later, the detailed financial information could not be
downloaded over the Internet.

Technology is not autonomous; it simply empowers choices made by government,
business, and individuals. One of the big lessons of the environmental movement is that
it's possible to shape these choices through the political process. This, | believe,
justifies the involvement of government on the privacy question.

Why This Book?

In this book we'll take alook at today's wide-ranging—and frightening—threats to our
personal privacy:



The end of due process. Governments and businesses went on a computer buying spree
in the second half of the twentieth century, replacing billions of paper fileswith
electronic data processing systems. Today, humans often are completely absent from
digital decision making. As aresult, we've created aworld in which the smallest
clerical errors can have devastating effects on a person'slife. It's aworld where
computers are assumed to be correct, and people wrong.

The fallibility of biometrics. Fingerprints, iris scans, and genetic sequences are widely
regarded asinfallible techniques for identifying human beings. They're so good, in fact,
that 50 years from now, identification cards and passports probably won't exist. Instead,
aglobal data network will allow anyone on the planet to be instantly identified from the
unique markings of that person's own body. Who controls access to the databank, who
has the power to change its contents, and what do we do if the infallible system is
nevertheless wrong?

The systematic capture of everyday events. We are entering a new world in which every
purchase we make, every place we travel, every world we say, and everything we read
isroutinely recorded and made available for later analysis. But while the technol ogy
exists to capture this data, we lack the wisdom to figure out how to treat it fairly and
justly. The result is an unprecedented amount of data surveillance, the effects of which
we're just beginning to grasp.

The bugging of the outside world. Orwell thought the ultimate threat to privacy would
be the bugging of bedrooms and offices. Today, an equally large threat to freedom is
the systematic monitoring of public places through microphones, video cameras,
surveillance satellites, and other remote sensing devices, combined with information
processing technology. Soon it may be impossible for most people to escape the
watchful outdoor eye.

The misuse of medical records. Traditionally, medical records have been society's most
tightly held personal records. The obligation to maintain patient confidentiality is
widely regarded as afundamental responsibility of medical professionals. But patient
confidentiality is at odds with the business of health insurance—a business that would
rather turn away the sick than cure them.



Runaway marketing. Junk mail, junk faxes, junk email, and telemarketing calls during
dinner are only the beginning of the twenty-first century's runaway marketing
campaigns. Marketers increasingly will use personal information to create solicitations
that are continual and virtually indistinguishable from new articles, personal letters, and
other kinds of noncommercial communications.

Personal information as a commodity. Personal identification information—your name,
your profession, your hobbies, and the other bits that make up your self—is being
turned into a valuable property right. But instead of being given to individuals to help
them exert control over their lives, thisright is being seized by big business to ensure
continued profits and market share. If you don't even own your own name, how can
you have a sense of self-worth?

Genetic autonomy. Breakthrough advances in genetics make it possible to predict
disease, behavior, intelligence, and many other human traits. Whether or not these
predictions are correct, they will change how people are perceived and treated. Will it
be possible to treat people fairly and equally if there isirrefutable scientific evidence
that

people have different strengths, different weaknesses, and different susceptibilitiesto
disease? If not, how isit possible to maintain a democratic society when this information
iseasily available?

The micromanagement of intellectual property. Business are becoming increasingly
vigilant in detecting the misuse of their own intellectual property. But piracy is hard to
prevent when technology can turn every consumer into an electronic publisher. To
prevent info-theft, publishers are turning to increasingly intrusive techniques for spying
on their customers. Once this technology isin place, it is unlikely that it will be
restricted to antipiracy protection.

Theindividual asterrorist. Astonishingly lethal technologies are now widely available
throughout society. How can society reasonably protect itself from random acts of
terrorism without putting everyone under surveillance? How can society protect itself
from systematic abuses by law enforcement officials, even when those abuses seem to
be in the public interest?



Intelligent computing. The ultimate threat to privacy will be intelligent computers—
machines that can use human-like reasoning powers, combined with blinding
calculating speed, to assemble coherent data portraits, interpret and anticipate our
mental states, and betray us with false relationships.

Thisisabroad collection of issues, but it's no less broad than the future itself. This
book's purpose is to show the privacy implications of many ongoing technol ogical
developments, and to show good cause for abandoning today's laissez-faire approach to
privacy protection. Once you have a good vision of the technological future we're
shaping, you'll be better equipped to mold it.

Although this book is subtitled The Death of Privacy in the Twenty-First Century, it is
designed to bring about a different end. Nearly 40 years ago, Rachel Carson's book
Slent Soring helped seed the U.S. environmental movement. And to our credit, the
silent spring that Carson foretold never came to be. Slent Spring was successful
because it helped people to understand the insidious damage that pesticides were
wreaking on the Earth's environment, and it helped our society and our planet plot a
course to a better future.

This book, likewise, seeksto show the plethora of ways that technology is killing one
of our most cherished freedoms. Whether you call this freedom the right to digital self-
determination, the right to informational autonomy, or simply the right to privacy, the
shape of our future will be determined in large part by how we understand, and
ultimately how we control or regulate, the threats to this freedom that we face today.



Chapter Two
Database Nation

WASHINGTON, DC, 1965. The Bureau of the Budget's proposal was simple yet
revolutionary. Instead of each federal agency's investing in computers, storage
technology, and operations personnel, the United States government would build a
single National Data Center. The project would start by storing records from four
federal agencies: population and housing data from the Bureau of the Census;
employment information from the Bureau of Labor Statistics; tax information from the
Internal Revenue Service; and benefit information from the Social Security
Administration. Eventually, it would store far more.

While the original motivation was simply to cut costs, it soon became clear that there
would be additional benefits. Accurate statistics could be created quickly and precisely
from the nation's data. By building a single national database, the government could
track down and stamp out the misspelled names and other inconsistent information that
haunts large-scal e databank projects. A single database would also let government
officials and even outsiders use the data in the most efficient manner possible.

The Princeton Institute for Advanced Study issued areport enthusiastically supporting
the databank project, saying that centralized storage of the records could actually
improve the security of the information, and therefore the privacy of the nation. Carl
Kaysen, the Institute's director and the chairman of the study group, further urged that
Congress pass legidation that would give the records additional protections, provide for
privacy, and promote accountability of the databank workers. Others latched on to the
idea, and the concept of the National Data Center slowly evolved into that of a massive
databank containing cradle-to-grave electronic records for every U.S. citizen. The
database would contain every person's electronic birth certificate, proof of citizenship,
school records, draft registration and military service, tax records, Social Security
benefits, and ultimately, their death records and estate information. The FBI might even
use the system to store criminal records



An article promoting the project appeared in the July 23, 1966 issue of the Saturday
Review. Itstitle said everything: "Automated Government—How Computers Are Being
Used in Washington to Streamline Personnel Administration to the Individual's
Benefit." £ But the article didn't have the intended result. Instead of applauding the
technocratic vision, the U.S. Congress commenced a series of hearings on the threats of
computerized databanks. Six months later, the New York Times Magazine ran an article
titled "Don't Tell It to the Computer,” which viciously attacked the idea of a centralized
government data warehouse. Written by Vance Packard, author of The Naked Society (a
best-selling book that describes the invasion of privacy by government, business, and
schools), the Times piece articulated what was to become a key argument against the
project:

The most disquieting hazard in a central data bank would be the placing of so much power in the
hands of the people in a position to push computer buttons. When the details of our lives are fed
into a central computer or other vast file-keeping systems, we all fall under the control of the
machine's managers to some extent.2

Thetide was turning. By 1968, the Bureau of the Budget said that it was doubtful that a
practical plan for the center would be presented to the Ninetieth Congress. Meanwhile,
the House Special Subcommittee on Invasion of Privacy issued areport holding that
privacy must be the primary consideration in establishing computerized databanks, that
no work should be done on a National Data Center until privacy could be guaranteed,
and that the Bureau was at fault for not developing procedures to ensure privacy.

A poll by the Harvard University Program on Technology and Society the following
year found that 56% of Americans opposed development of the National Data Center,
on the grounds that it would invade their privacy. That same year, in his book The
Death of Privacy, Jerry M. Rosenberg opened with this grave warning:

When Adolf Hitler was aspiring to the Chancellorship of Germany, he acquired the confidential
European Census and used it to weed out some of his potential antagonists.

With the advance of technology, centralized data accumulation becomes easier, the reward for
intrusion isincreased, and control shifts to still fewer people2



The National Data Center was never built. Instead, each federal agency wastold to
continue building its own computer systems. In lieu of creating a single databank,
which could be used by unscrupul ous bureaucrats to exercise inappropriate control over
some people's lives, the government created dozens of databanks.

American businesses followed the government's example, often purchasing the same
computers that had first been developed to fill government needs. The political decision
not to build a central data repository set the direction that computers would follow for
the next 30 years. Whereas a central databank would have pushed the development of
massive mainframes and high-speed communications networks, developers created
smaller, regional mainframes with basically no interconnecting networks until the late
1980s. But the decision to kill the project also had a profound impact on personal
privacy—and not necessarily the impact that was expected.

Thirty-Four YearsLater

SEATTLE, 1999. | order apair of white chocolate lattés, and hand my Mileage Plus
First Card to the barista for payment. Although the drinks cost only $3 each, I'd rather
charge the transaction than pay cash. By putting every single purchase on my credit
card, I've managed to accumulate a balance of more than 50,000 frequent-flyer milesin
less than a year—enough to buy my wife and myself apair of roundtrip tickets
anywhere in the United States.

Thirty years ago, the idea of a centralized computer tracking one's every purchase
seemed like part of an Orwellian nightmare. Fifteen years ago, the mathematical genius
Dr. David Chaum invented "E-Cash," an anonymous payment system designed to let
consumers buy things electronically without revealing their identities. Who could have
imagined that the day would come when millions of people would not only wish to
have their purchases tracked—»but would complain when transactions were missed? Y et
that is one of the most intriguing results of socalled loyalty programs such as United's
credit card: they have created massive databanks that paint a detailed electronic mosaic
of consumer behavior, and they have done so with the willing participation of the
monitored.



| call my mother when | get home. In the back of my mind, | know that arecord of my
call is being kept in the phone company's computer system. My records will probably
never be reviewed by a human being, but at least once a month | hear of some big
crime in which the suspect's guilt was "proven,” in part, with these kinds of telephone
records. In trials after the bombing of the Murrah Federal Building in Oklahoma City in
1995, for instance, one critical piece of evidence presented by the prosecution was the
telephone call records from prepaid calling cards used by Timothy McVeigh and Terry
Nichols. Rightwing extremists in the militia movement thought that calls made with
these calling cards, purchased with cash, would be anonymous and untraceable. In fact,
records of every call made with each card had been carefully kept. Prosecutors
presented hundreds of pages of phone card records, with calls to auto racing tracks,
chemical companies, motels, storage facilities, and rental truck outlets. 2 Those records
allowed the prosecution to show that Timothy McVeigh and Terry Nichols had been in
frequent contact by telephone during the months and weeks leading up to the most
murderous act of terrorismin U.S. history.2

In the 1960s, the federal government operated most of the computers in the country.
Commentators warned that the centralization of personal information might be planting
the seeds of some future totalitarian regime. "My own hunch is that Big Brother, if he
comes to the United States, will turn out to be not a greedy power-seeker but a
relentless bureaucrat obsessed with efficiency,” wrote Vance Packard in his New York
Times Magazine article.

Articles written by journalists like Packard helped kill the National Data Center. But
they did not stop data progress. Today, a mesh of computers operated by banks,
utilities, and private businesses records an astonishing amount of information about us
on adaily basis. In many cases, personal information is there for the taking. Instead of
building a national databank, we have built a nation of databanks.

How We Got Here

If you want to blame somebody for the computerization of America, blame George
Washington, Thomas Jefferson, and the other framers of the Constitution. Way back in
1787, Jefferson and company decreed that the new republic would conduct a census
every ten years. It sounded easy enough at the time, but as the United States expanded
in both geographical size and population, the job of the census takers became
increasingly difficult.



The problem wasn't just the growing numbers of "huddled masses" in search of
freedom that were docking at U.S. ports. Like any government program, the census
suffered mission creep. By 1880, the census was much more than a simple head count:
it had become atool for learning more about the people who made up the nation.
Congress ordered the recording of people's gender, marital status, age, place of birth,
education, occupation, and literacy status. All this information was sent to Washington,
D.C. for tabulation. The whole process was strictly manual: census clerks made
repeated passes over the forms, counting the number of responses that matched
particular criteria. It took 18 weeks from start to finish, there were alot of errors, and it
was getting harder all the time.

Herman Hollerith




Herman Hollerith was an academic, a U.S. Census Office employee, and an

Herman Hollerith was a young man who came to the census office after graduating
from Columbia College in 1879. Hollerith saw the census problems and soon became
obsessed with the idea of building a machine that would somehow automate the clerical
work. He spent ayear looking at the problem, then left and spent a year teaching
mechanical engineering at MIT. He returned to Washington, this time spending a year
in the Patent Office. Finally, he quit government service in 1884 to become a full-time
inventor. ©

Hollerith realized that information from each census form could be stored by punching
holes on pieces of paper, and that by repeatedly counting the holes in different ways, he
could perform the basic statistical operations the census office required. In 1889, he
entered and won a competition organized by the census office, earning a contract to
process the census forms with his tabulating machines the following year.

With these new machines, the census was tabulated in just six weeks, and Hollerith
became the toast of census officials around the world.

In 1896, Hollerith incorporated his business, the Tabulating Machine Company. He
sold the businessin 1911, receiving $1 million for his stock and a promise of continued
employment with the successor firm, the Computing-Tabulating-Recording Company
(CTR). Threeyearslater, CTR hired Thomas J. Watson, who in 1924 renamed the
company the International Business Machines Corporation (IBM).



Throughout the 1920s, IBM continued to improve its tabulating machines and to find
new markets for the equipment. The company built a Type 1 printing tabulator, which
recorded counts on paper. It developed the Type 80 Sorter, which automatically sorted
astack of cards depending on the placement of the punched holes. In 1928, IBM
developed a card that had 80 columns of ten rows each—a format which remained in
use until the 1980s. (Those 80 columns live on to this day: the first Teletype terminals
had platens that were 80 columns wide, as were the first video terminals. When IBM
started selling its personal computer in 1981, it was only natural to make the PC's
screen 80 columns wide as well.)

Ironicaly, IBM's biggest boost came from the Great Depression. A third of the nation's
workers were unemployed, and people were starving. President Franklin D. Roosevelt's
solution was to create the modern welfare state.

In 1935, Congress passed President Roosevelt's Social Security Act. Under the plan, a
portion of each American's earnings would be deducted from his paycheck by his
employer, who would add a matching "contribution,” and send the money to the federal
government, where it was put into the Social Security Trust Fund. Using this money,
the Social Security Board, as it was known at the time, would send monthly checksto
people who had retired or had become disabled, or to the families of workers who had
died.

Greatly complicating things for the new Social Security Administration was the
requirement that benefit payments received by each worker be dependent, in part, on
the worker's lifetime contribution to the trust fund. This meant that the Social Security
Board had to monitor how much money each employee in the United States earned,
and it had to keep track of thisinformation, from aworker'sfirst day of employment
until long after the worker died, when the worker's family finally stopped receiving
death benefits.



When the Socia Security Board opened for business in 1936, it was immediately "the
largest bookkeeping operation in the history of the world." £ The Board had expected
that it would receive requests from 25 million workers; it received 45 million.2 To keep
the accounts straight, the Board assigned each worker a Social Security number (SSN).
The number was sent back to each worker to keep for his or her records, and was
additionally punched onto a"summary-of-earnings" punch card. Each year, the Social
Security Board found each employee's card and punched it with that year's earnings. By
1943, Socia Security had more than 100 million cards on file, filling six and a half
acres of storage space.

Then, in 1951, Congress changed the rules under which Socia Security benefits were
calculated. Complying with the changes meant storing additional information on each
card—information that would fill up the original cards within just five years. The
newly renamed Social Security Administration couldn't give everybody a second card:
that would have doubled the number of acres necessary to store all the information.
With no other choice, Social Security turned to the young field of electronic data
processing, and IBM's first generation tube-based computer, the IBM 705. The nation's
work history would no longer be stored on punch cards, but on magnetic tape. The
machines were installed in 1956, just as the first punch cards were reaching their
eightieth column.

Punch Card
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Invented by Herman Hollerith, punch cards were the primary way tabul ating
machines and computers stored information from the lat 1880s until the
1960s, when the cards started to be replaced by magnetic tape. The puch card
above uses aformat (standardized in 1928) in which each card contains 80
columns of tn rows. A punched hole in a particular row and column is used
to represent a single number. Combinations of holesin a single row represent
letters. Punch cards were used through the 1980s, and there are doubtless
some punch card systems still in use today. [Punch card courtesy Bradley
Ross|

Social Security Numbers Grow in Popularity

The Social Security number was never designed to be a universal identifier for
American citizens. Nevertheless, a decade after the number's creation it became just
that:

* In 1943, President Roosevelt issued an executive order that required federal agencies
to use the Social Security number for identifying people, rather than having each
agency waste money developing its own numbering systems.

» The Department of Defense discarded military service "serial numbers' and adopted
the Social Security number.

» The Veterans Administration used the number to keep track of returning soldiers
benefits.

» The FAA adopted SSNs as pilot license numbers.

* The Civil Service Commission adopted the number to keep track of federal
employees.



Early into this process, some statisticians realized that the Social Security number was
abad choice for anational identifier. The first problem was the number itself: with just
nine digits, the SSN simply wasn't long enough to handle every citizen, every visitor to
the country, and every resident alien through the end of the twenty-first century.
Because the Social Security number is so small, any randomly chosen nine-digit
number has a good chance of being avalid SSN, raising the possibility of fraud and tax
evasion. Another problem with the SSN is the way the number is assigned. Instead of
assigning the number in a uniform manner at birth, the way many European nations do,
SSNs are assigned when aletter is sent to the Social Security Administration. Asa
result, different people are issued SSNs at different times, and many citizens don't have
an SSN at all! Lastly, the SSN lacks what's called a check digit—a digit that doesn't
actually store information, but verifies that the other digits are correct. Without a check
digit, there's no way to detect swapped digits or mistyped numbers. All of these
problems only increase the amount of invalid information that will be stored in
databanks using SSNs for identifiers. These factors made the United States Social
Security number a singularly bad choice for any type of identification—even the
original purpose of tabulating Social Security retirement and survivor benefits.

For all these reasons, in 1948 the U.S. National Office of Vital Statistics proposed that
the U.S. adopt a national birth certificate number. Starting on January 1, 1949, each
birth certificate would be stamped with its own unique number. In afew years, that
number could replace the SSN

But the country didn't want a uniform national number that was well-designed and
properly administered. Wrote Columbia University professor Alan Westin in 1967:

The idea was denounced in 1949 and 1950 in many newspapers as a potentially regimenting
"police state" measure, and angry cartoons raised the "Big Brother" argument. The opposition
was sufficiently strong to persuade twenty-four states to reject participation in the plan and to
cause Congress to drop legislative proposals that had been put forward to provide for federal
participation in the program. £

In 1961, the Internal Revenue Service tried to buck the trend and issue its own
numbers. The plan was shot down as being too expensive. The IRS was told to use the
Socia Security number instead, which it did the following year.



For better or for worse, the U.S. government was saddled with using the SSN to
identify the citizensin its computers. Certainly the government couldn't use names.
more than one person can have the same name; spellings are easily changed by accident
or on purpose; and names were too unwieldy for the computers of the time. But nobody
was happy with the numeric alternative either. Speaking to aresearcher from Harvard
University in 1969, a respondent from Boston summed things up pretty well:

WEell, they have all thisinformation. . .[and] if they're going to put it all together, there's nothing
we can do about it. But | don't want to be known by my Social Security number. | have a name.
No one else has this name. 1'd like to have this name until | die, and | don't want to be known by
aSocial Security number.22

America Adopts the SSN

The United States government wasn't the only organization to adopt the Social Security
number. Many states adopted Social Security numbers for state income taxes and
driver's license numbers; libraries used SSNs for library cards; colleges used SSNs for
student ID numbers; hospitals used SSNs as patient identification numbers. And in the
world of private business, some of the most aggressive users of the number were the
consumer reporting bureaus, who were computerizing their filesin the 1960s and found
the SSN to be a valuable tool for the process.

Credit reporting didn't start in the 1960s, of course. Americans had been making major
purchases on credit since the end of the Civil War. And since the turn of the century,
specialized credit bureaus across the country had been keeping files on Americans that
recorded people's ability and willingness to pay their debts. Credit bureaus had even
created their own trade organization, the Associated Credit Bureaus, to facilitate the
exchange of consumer credit information.

By 1969, credit bureaus were widely used by businesses, but most Americans were
only dimly aware that consumer credit files even existed. Indeed, many credit bureaus
had policies that forbade consumers from seeing their own files.



One reason for the secrecy was the content of the files themselves. The companies that
held them said that the files contained factual information: loans that hadn't been
repaid, overdue credit card payments, and multiple address changes by people
constantly trying to escape creditors. But testifying before Congressin March 1970,
Professor Alan Westin said that the files "may include 'facts, statistics, inaccuracies and
rumors . . . about virtually every phase of a person'slife: his marital troubles, jobs,
school history, childhood, sex life, and political activities." Apparently, business
leaders of the time thought that if a person beat his spouse or engaged in certain sexual
practices, he probably couldn't be trusted to pay back aloan. Not surprisingly,
businesses were afraid of |etting the public discover just what kind of information was
being collected on Americans.

Between 1965 and 1970, three Congressional committees and five state legislatures
held hearings on the practices of the growing credit reporting industry. £ Lawmakers
were attempting to understand this industry, which heretofore had largely been secret.
At many of those hearings, the star witness was Alan Westin. The professor attacked
theindustry for its cavalier attitude toward the accuracy of itsinformation on
consumers, and criticized its practice of giving out that information to practically
anyone who asked for it—except the consumers themselves.

But the biggest concern for both Westin and the lawmakers was that the coming wave
of computerization would only make things worse. Unlike paper files, which must be
periodically pruned, lest they become unmanageable, computers never need to forget.
"Almost inevitably, transferring information from a manual file to a computer triggers a
threat to civil liberties, to privacy, to aman's very humanity because access is so
simple," argued Westin. Computers would make it possible to create an indelible
history of a person’s life mistakes, making it impossible for that person ever to get a
second chance.

There was some evidence to support Westin's conjecture. In his book The Naked
Society, Vance Packard recounted the story of an 18-year-old who couldn't get ajob
with any department store in Michigan, despite letters of praise from his teachers,
clergy, and even histown's chief of police. The reason: when he was 13 years old, the
man had been caught shoplifting. His name had been placed in a computerized file
shared among all of the region's stores. Thanks to the power of the computer to store
data away for years yet keep it instantly accessible, the man had been blacklisted
forever by Michigan's merchants.



Westin and others uncovered numerous stories of people who were denied credit,
insurance, or jobs because of a mistake—erroneous information that somebody had
entered into a computer's databanks. Sometimes two people with similar-sounding
names would have their records confused. Occasionally, a store would say that a
customer owed money, but the customer denied it. In these cases, the customer was
always wrong, because the businesses controlled what information was entered into the
credit files.

Credit bureaus responded to the criticism by saying that their industry was a vital part
of the nation's growing credit-based economy. Without these credit reports, the bureaus
argued, how could you tell who was a good credit risk and who was not? Banks
couldn't write mortgages. Department stores wouldn't be able to sell anything to anyone
on credit. Not only would the growing credit economy collapse, millions of people
would be denied the credit they deserved.

Congress saw the two sides at an impasse. Packard, Westin, and other commentators
said that moving manual files to computers would create unprecedented opportunities
for new kinds of abuse. For this reason, computerization should be stopped. But experts
familiar with the technology said otherwise. The computer created "more opportunity
for control than it does for hazard," said Dr. Harry C. Jordan, founder of the California-
based firm Credit Data Corporation. (In 1968, Credit Data Corporation was bought by
TRW, Inc., and the company's name was changed to TRW-Credit Data. The company
was divested from TRW in 1996, and its name changed again, to Experian.) Testifying
in 1968 before the Congressional Subcommittee on Invasion of Privacy, Jordan said
that computers could even be programmed to enforce proprivacy policies such as
automatically discarding old data. £

Asaresult of the hearings, Congress ultimately passed the Fair Credit Reporting Act
(FCRA) in April 1971.2 Instead of putting the brakes on computerization, the act gave
consumers new rights regarding information stored about them in credit-related
databanks, including the right to view the contents of their own files, challenge
erroneous information, and insert their own version of eventsif a creditor insisted that
deleterious information in a consumer's file was correct.



The industry complained. Credit Data's executives said that the act would create a
landslide of consumer requests to see their files. But the landslide failed to materialize.
Westin's 1972 survey of the company found that the act had merely increased the
number of inquiries from consumers requesting to see their own files from 0.5% to
0.7%. ¥ Instead of creating alandslide, the act gave consumers a new right for fighting
the most egregious practices of the industry. The states and federal government have
used this right to sue the credit reporting companies on behalf of consumers.

Alan F. Westin
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In March 1968, Professor Alan F. Westin of Columbia University restified
before the Special Congressional Subcommittee on Invasion of Privacy
about the threat posed by credit bureaus. Westin's dramatic testimony was
influential in convincing Congress to adopt the Fair Credit Reporting Act.
He aso convinced Secretary Elliot Richardson to create the Advisory
Committee on Automated Personal Data Systems. In 1972, the commission
released a highly praised report outlining the Code of Fair Information
Practices and concluding: "The federal government itself has been in the
forefront of expanding the use of the SSN [Social Security number].”
[Image Copyrightj 1968 by The New Y ork Times Co. Reprinted by
permission.]



The 1970s and 1980s saw considerable consolidation in the credit reporting industry, to
the point that today there are basically three U.S. companies in the business: Equifax
(formerly Retail Credit); Experian (formerly Credit Data Corporation); and Trans
Union. Each company's credit report contains more or less the same information: alist
of credit cards, bank loans, student loans, and other credit that has been granted over
the past seven years, for every man, woman, and child in the United States. (Negative
credit assessments remain on the report for seven years, bankruptcy proceedings for ten
years, and all "good" credit behavior can stay on your record for life, but in practice, it
iscleared out after seven years aswell.) For each loan, the companies record the
person's payment history: how often a payment was made on time, and how many
times payments were 30, 60, or 90 days late.

Equifax, Experian, and Trans Union do alot more with this bulk data than merely
report it. For an added fee, they will compute a credit "score." This score looks at a
consumer's credit history and rates that person, for example, on a scale of one to ten.
Other information that is collected includes demographics, population statistics, and
purchasing habits. Although many consumers have demanded to see their scores, the
reporting companies have never released them. Y ou would think that thisis aviolation
of the Fair Credit Reporting Act, but it isn't. The score is not technically part of the
consumer'sfile.

Despite the 1971 reforms, many consumers have continued to complain that a
significant amount of the information stored in the nation's credit banks is either
misleading or just plain wrong—and that this inaccurate information turns people into
innocent victims by denying them credit for no good reason.

The credit reporting firms have also fought for their right to release certain kinds of
information in a consumer's file—the consumer's name, address, phone, and Social
Security number—to anybody and for any purpose. The firms maintain that this
information is not credit information and is thus not covered by the FCRA, which
forbids the release of the information for noncredit or insurance purposes, such as
direct marketing or "people-finding" services. Trans Union, in particular, has sued the
Federal Trade Commission for the right to use thisinformation for targeted marketing.



Of course, nobody is entitled to credit. But in a society where credit is required by all
but the very richest families to buy a house, to buy or lease a car, or to get an education,
denying somebody credit effectively denies that person the privileges of being a
member of society. And the real tragedy of the credit bureausis that a significant
number of people who are denied credit are ssmply unlucky: they have a common
name, they suffered some kind of clerical mistake, or they had their identity and credit
history appropriated by some crook.

It Could Happen to You

Many people in American society do their best to follow the rules, but inadvertently get
ground up by computer systems that have been poorly designed—systems that
somehow can't quite cope with the messiness of day-to-day life. Just take the case of
Steve and Nancy Ross, who did alot of traveling in the early 1980s and paid for it with
aruined credit report, courtesy of the Internal Revenue Service. 2

In 1983, Nancy Ross won afellowship to spend six months in Hawaii, paid for by the
Japanese American Institute for Management Sciences. At the time, her husband Steve
was a freelance writer and self-employed computer consultant, so the two of them
packed up their kids and went off on their Pacific adventure. At the end of thetrip, they
returned to their homein Leonia, New Jersey.

A few months later, Nancy was invited to spend ayear in the Far East and Japan. It was
the chance of alifetime for her kids, so they packed their bags again and |eft. By this
time, Steve had accepted ajob at the journalism department of Columbia University, so
he stayed behind. To save money, the family rented out their house in New Jersey and
Steve moved into atiny apartment in New Y ork City.



Shortly after Steve and Nancy moved back home, they received a nasty letter from the
IRS: alien had been placed on their house. "l immediately called the IRS in Holtsville
[New Jersey] and said essentially, "What are you talking about?" recalls Steve Ross. "
reached a good clerk. We were on the phone for about half an hour. She figured it out.
Shesaid, 'l bet | know what happened.’ She called out to California, and within six
hours | had acall back from the IRS. She said 'Just to set your mind at ease, you are
clean. We are sending you aletter." The lien was immediately removed.

What had happened was one of those weird confluences of errors that have away of
popping up whenever computers are involved. Because Steve and Nancy were both
self-employed, they had to make quarterly income tax payments to the IRS. During the
summer of 1983, they sent their $3,500 check from Hawaii to the regiona IRS
processing center on Long Island. But the post office mistakenly redirected the check to
an IRS processing center in California.

Now, it turns out that during the summer of 1983, the IRS was deploying a new
computer system, and that year the quarterly payments from the various regional
processing centers weren't properly cross-posted to the other regions of the country.
Instead, the California processing center simply opened a new account for the Ross
family.

When the IRS processing center on Long Island got the Ross family's 1983 tax returns,
its computers detected an inconsistency: the Rosses had reported paying $3,500 more
in taxes than the IRS computers (in New Y ork, at least) had received. So the computers
sent Steve Ross a letter demanding the $3,500 payment.

By that time, Nancy was in Japan and Steve was living in atiny New Y ork apartment.
Although they had arranged for their mail to be forwarded, the letter from the IRS had
the words "do not forward" stamped on the outside. So Steve never saw it. The IRS
also sent a"to whom it may concern” letter to the tenant at the family house, advising
that alien was about to be placed on the house, but the tenant refused delivery of the
letter because the tenant was also in trouble with the IRS.

Next, the IRS tried to find the family's bank account in New Jersey, but the Ross family
had closed that account and was using new accounts in Hawaii and New Y ork. The IRS
couldn't find the new accounts, so they put alien on the New Jersey home.



I've goneinto this level of detail because many of these stories of credit mishap are
equally complicated. There's always along story. But that story doesn't show up on the
computers at Trans Union and Equifax. All these companies knew was that alien had
been placed on the Ross house for $10,000. So when the family's Mid Atlantic
MasterCard came up for renewal in May 1985, instead of automatically renewing the
card, the bank canceled it.

"I caled up TRW first,” says Steve Ross. "They said 'no problem, send a copy of the
letter and an explanation, and we will put that with your credit report.’ | said, 'Aren't
you going to expunge the record? They said 'No.' They don't do that. When you have
an unfavorable note in your credit report, they don't take it out; they just put your
explanation with it.

"We sent two copies off. And true to their word, they put in a notice—they summarized
my explanation in a paragraph, and they confirmed that the IRS had sent a letter saying
we were clean. The problem is that those two [TRW and Equifax] had already sold the

credit data to something like 187 independent bureaus. And there was just no way that |
could ever keep up with it," he says.

Like a computer virus, the information from the independent credit bureaus computers
kept reinfecting TRW's computer with the incorrect information—that the IRS had a
lien on the family's house in Leonia. Asfar as the Ross family was concerned, the
correction provisions of the Fair Credit Reporting Act just didn't work. "There was
literally no way to get that information out of the system.”

The Ross family eventually convinced Mid Atlantic to reissue the credit card. And it
was a good thing, too: for the next seven years, the family couldn't obtain a new credit
card from any other financial institution; they were also rejected for bank loans, and
they were unable to refinance their house. And they were effectively grounded: with a
credit report that said the IRS once put alien on their home, they couldn't move and get
anew mortgage on a new house.



The situation would have been much worse without that Mid Atlantic credit card: "I
travel alot on business. How can you rent a car without a credit card? How can you
rent a hotel room without a credit card? It's just part of life. It would have destroyed my
ability to make living," says Steve Ross.

"By the end of the 1980s, our family income was well into six figures. But it was not
until 1992, seven years later, that the obnoxious credit card salesmen began calling,”
and the offers for low-interest-rate credit cards started appearing in the mail. After
seven years, the lien was removed from the credit reporting databanks, thanks to the
Fair Credit Reporting Act.

As aside note, when the Rosses first received a copy of their credit report, they noticed
something else on it that was wrong: arecord of an item ordered from the Spiegel
catalog in Chicago. "Spiegel claimed that we had ordered it and never paid for it. Now,
the fascinating thing was we had never done business with them, and they had never
dunned us. They had probably dunned someone in Texas [where the item was shipped].
TRW did investigate that one, [at |east] they tried to. By the time we had noticed that,
Spiegel no longer had those records in their computer, so they had no way of verifying
it, except by hand. So it just stayed there," on the family's credit report.

The Ross family's experience is far from unique. In 1991, James Williams of
Consolidated Information Service, a New Y ork-area mortgage reporting firm, analyzed
1,500 reports from TRW, Equifax, and Trans Union, and found errorsin 43% of the
files. That same year, roughly 1,400 homeowners in the town of Norwich, Vermont
(population: 3,000) were listed on TRW's computer system as tax delinquents "because
[a] TRW contractor gathering home mortgage information mistakenly noted tax bills
on town records as tax liens." £ Despite considerable publicity on the case, some of the
residents encountered difficulty convincing TRW to correct their files. The same thing
happened in Cambridge, Massachusetts, in 1992, when an Equifax contractor
mistakenly reported tax bills astax liens.

Privacy activists say that more than 50% of all consumer files have a significant error
in them. Some errors are relatively minor, such as an incorrect address. In other cases,
the files mix credit information from two people with similar names. Or thefiles
contain information that is simply wrong.



What's worse, reporting agencies frequently do not correct errors when the mistakes are
brought to the agencies attention. For example, in 1989 Bonnie Guiton, then the White
House Advisor on Consumer Affairs, requested a copy of her credit report and
discovered an account she knew nothing about: a stranger had apparently applied for,
and received, a credit card under Guiton's name. So Guiton wrote to the bureau and
asked that the erroneous information be deleted. " They wrote me back and indicated
that they had corrected it, it had been taken off my record," Guiton testified before
Congress in September 1989. £ A few months later she requested her report again, and
discovered the fraudulent account was still listed.

Errors are pervasive in credit files. When she testified, Guiton noted that her staff
members had all requested their own credit reports; many found errorsin their own
files. In my personal experience, | do not know of a single person who has ever
requested a copy of hisor her own credit report and not found something in it that was
wrong—not just atypo, but something that was detrimental to the overall credit rating.

Associated Credit Bureaus, the industry's trade organization, disputes the 50% figure.
ACB claimsthat more than 550 million credit reports are sold each year with little
mishap. According to a1991 study funded by ACB and conducted by the consulting
firm Arthur Andersen, errors critical to the decision of offering credit turn up in fewer
than 1% of all consumer files. Still, that is more than two million people who are being
denied credit unfairly.

Both studies are probably correct. Many people who see their credit reports spot errors
on them, but usually they are not material. Indeed, there are so many errors on so many
credit reports that credit card companies have come to expect them, and as aresult, a
single black mark no longer keeps a person from obtaining credit. But this approach is
far from the most fair, because it invariably offers credit to some people who shouldn't
get it, while it keeps credit from others who should.

Identity Theft: A Stolen Self



Stories like what happened to the Ross family made up the bulk of credit reporting
problems in the 1980s and early 1990s. But in recent years, there has been a sudden and
dramatic growth of anew kind of crime, made possible by the ready availability of both
credit and once-private information on Americans. In these cases, one person finds
another's name and Social Security number, applies for a dozen credit cards, and
proceeds to run up huge bills. (Many banks make this kind of theft far easier than it
should be by printing their customers Social Security numbers on their bank
statements.) Sometimes the thieves enjoy the merchandise for themselves, go on lavish
trips, and eat in fine restaurants. Other times, the thieves fence the ill-gotten
merchandise, turning it into cash. This crime has become so common that it has earned
its own specia name: identity theft.
Sometimes the crook gets the personal information from inside sources: in April 1996,
federal prosecutors charged agroup of Social Security Administration employees with
stealing personal information on more than 11,000 people and selling the data to credit
fraud rings, who used the information to activate stolen credit cards and ring up huge
bills. 8 Other times, crooks pose as homeless people and rummage through urban trash
cans, looking for bank and credit card statements.

A typical case is what happened to Stephen Shaw, a Washington-based journalist.2
Sometime during the summer of 1991, a car salesman from Orlando, Floridawith a
similar name—Steven Shaw—aobtained Stephen Shaw's credit report. Thisis actually
easier than it sounds. For years, Equifax had aggressively marketed its credit reporting
service to car dealers. The service lets salespeople weed out the Sunday window-
shoppers from the serious prospects by asking a customer's name and then
surreptitioudly disappearing into the back room and running a quick credit check. In al
likelihood, says the Washington-based Shaw, the Shaw in Florida had ssmply gone
fishing for someone with a similar-sounding name and a good credit history.

Once Steven Shaw in Florida had Stephen Shaw's Social Security number and credit
report, he had everything he needed to steal the journalist's identity. Besides stating that
Stephen Shaw had excellent credit, the report listed his current and previous addresses,
his mother's maiden name, and the account numbers of all of his mgjor credit cards.
Jackpot!

"He used my information to open 35 accounts and racked up $100,000 worth of
charges," says Stephen Shaw. "He tagged me for everything under the sun—car loans,
personal loans, bank accounts, stereos, furniture, appliances, clothes, airline tickets."



Because all the accounts were opened using Stephen Shaw's name and Social Security
number, all of the businesses held the Washington-based Stephen Shaw liable for the
money that the other Shaw spent. And when the bills weren't paid, the companies told
Equifax and the other credit bureaus that Stephen Shaw, the man who once had stellar
credit, was now a deadbeat.

Not all cases of identity theft start with a stolen credit report or a misappropriated bank
statement. Some cases begin with a fraudulently filed change of address form, directing
the victim's mail to an abandoned building. And no paper trail need be created at all. In
May 1997, the Seattle Times reported that hundreds of people in the Seattle area had
received suspicious crank phone calls. The caller claimed to be from aradio station that
was giving away money; the check would be in the mail as soon as the people picking
up the phone provided their Social Security numbers.
Some people found the calls suspicious and telephoned the station or the police. Others
presumably handed over the information that the callers requested. Similar scams are
epidemic on America Online, the world's largest online service, where they have been
given the evocative name phishing.

Shaw says it took him more than four years to resolve his problems—a period that
appearsto be typical for most identity theft victims. That's four years of harassing calls
from bill collectors, of getting more and more angry letters in the mail, of not knowing
what else is being done in your name. Four years of having your creditors think of you
as adeadbeat. During this period, it's virtually impossible for the victim to obtain a new
credit card or amortgage. One of the cruelest results of identity theft is that many
victims find themsel ves unemployable; in addition to job references, many businesses
routinely check the credit reports of their job applicants.

Identity theft is made possible because credit card companies, always on the lookout
for new customers, don't have a good way to verify the identity of a person who mails
in an application or orders a credit card over the telephone. So the credit card
companies make a dangerous assumption: they take it for granted that if you know a
person's name, address, telephone number, Social Security number, and mother's
maiden name, you must be that person. And when the merchandise is brought and the
bills aren't paid, that person is the one held responsible.



Of coursg, it's relatively easy to learn a person's name, address, telephone number,
Social Security number, and mother's maiden name. Credit bureaus hand this data out
to their customers. Lookup services make thisinformation available, at minimal cost,
over the Internet. And many consumers, unaware of the risk, will readily divulge this
information to people who call on the phone and claim to be from abank or credit card

agency.

Identity theft isn't afundamentally new kind of crime. There are many stories from
fairy tales and from the American West of con men who scammed a place to stay,
fancy meals, and even the affection of an unknowing lady, by claiming to be somebody
else. What's different now is that corporate willingness to extend credit has made many
more people vulnerable to having their identity and reputation exploited without their
knowledge. And because the credit is offered by mail or by telephone—often by either
acomputer running a program or by alow-paid customer service representative reading
a script—it has become nearly impossible for the hero to convince the lady that she has
been duped by arogue.
Nobody isreally sure how prevalent identity theft is today—estimates vary between
100,000 and 400,000 cases a year—but it is definitely on therise. Idedlly, the
perpetrators should be jailed, fined, and otherwise punished. But law enforcement
agencies are overwhelmed, and the courts have not allowed the true victims—the people
who have had their identities stolen—to press charges against the perpetrators. That's
because the law sees the company that issued the credit as the aggrieved party, not the
people who have had their identities stolen. And most banks won't prosecute; it is easier
to ssimply write off the loss and move on.

There are lots of technical changes that could be made to lower the incidence of
identity theft. One change, for example, would be to require a person applying for a
credit card to show up in person and have a photograph taken, recorded, and put on the
back of the credit card. Thiswould act as a deterrent, since most identity thieves don't
want to have records created that could be used to trace back to the their actual identity.
But few credit card issues would ever mandate the use of photographs, since it would
effectively end the industry's marketing strategy of sending credit cards to new
customers through the mail, without the need to have local branch offices.



Ultimately, identity theft is flourishing because credit-issuing companies are not being
forced to cover the costs of their lax security procedures. The eagerness with which
credit companies send out proapproved credit card applications creates the risk of
fraud. When the fraud takes place, the credit issuer simply notes that information in the
consumer's credit file and moves on; the consumer is left to pick up the pieces and
otherwise deal with the cost of astolen identity. It stands to reason, then, that the
easiest way to reduce fraud would be to force the companies that are creating the risk to
suffer the consequences. One way to do that would by penalizing companies that add
provably false information to a consumer credit report in the same way we penalize
individuals who file false police reports. Such penalties would force credit grantors to
do abetter job of identifying the individuals to whom they grant credit, and this, in
turn, would do a good job of limiting the crime of identity theft.

L ooking Forward by L ooking Back

Looking back from thirty years later, there are alot of lessonsto learn from the failed

federal National Data Center proposal and the nationwide system of databanks, access

terminals, and computer networks that private industry built in the resulting vacuum
Perhaps the most important lesson is that decisions made early on have far-reaching
effects. Designed in 1932, the Social Security number has had its role in society
constantly expanded over the last two-thirds of this century. No matter how you look at
it, the SSN is a bad number. But our country has been unable to stop using it. Witness
the huge number of uses that the number has today. £

Year Authorized Uses of Social Security Numbers

1943 Federal agencies use SSN exclusively for employees.

1961 Civil Service Commission uses SSN as an employee identifier.
1962 Internal Revenue Service uses SSN as taxpayer identification.
1967 Department of Defense uses SSN as an Armed Forces identifier.

1972 U.S. beginsissuing SSNsto legally admitted aliens at U.S. entry and to anyone
receiving or applying for federal benefits.

1975 AFDC (Aid for Families with Dependent Children) uses SSN for eligibility.

1976 States use SSN for tax and general public assistance identification and for driver's
licenses.



1977 Food stamp program uses SSN for household member €eligibility.

1981 Schooal lunch program uses SSN for adult household member eligibility.

1981 Selective Service System uses SSN for draft registrants.

1982 Federal loan program uses SSN for applicants.

1983 SSN required for all holders of interest-bearing accounts.

1984 States authorized to require SSN for AFDC, Medicated, unemployment
compensation, food stamp programs, and state programs established under a plan
approved under Title |, X, X1V, or XVI of the Social Security Act.

1986 SSN may be used as proof of employment eligibility.

1986 SSN required for taxpayer identification for tax dependents age five and over
(effective for 1988 returns).

1986 Secretary of Transportation authorizes use of SSN for commercial motor vehicle
operator's licenses.

1988 SSN required for taxpayer identification for tax dependents age two and over
(effective for 1990 returns).

1988 States use parents' SSNsto issue birth certificates.

1988 States and/or blood donation facilities use SSN for blood donor identification.
1988 All Title Il beneficiaries required to have SSN for digibility.

1989 National Student Loan Data System includes SSN of borrowers.

1990 SSN required for taxpayer identification for tax dependents age one and over
(effective for 1991 returns).

1990 SSN required for eligibility for all Department of Veterans Affairs payments.

1990 SSN required for officers of food and retail stores that redeem food stamps.

Year Authorized Uses of Social Security Numbers
1994 Use of SSN authorized for jury selection.
1994 Use of SSN authorized by Department of Labor for claim identification numbers for

worker's compensation claims.

1994 SSN required for taxpayer identification for tax dependents regardless of age
(effective for 1996 returns).

1996 SSN required for any applicant for a professional license, commercial driver's
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paternity determination or acknowledgement would have to be placed in the
pertinent records. SSNs are required on death certificates.

1996 The Attorney General authorized to require any noncitizen to provide his or her SSN
for inclusion in Immigration and Naturalization Service (INS) records.

1996 Driver'slicenses required to display an SSN.

Another important lesson is that large organizations that make technical mistakes rarely
have to pay for their mistakes. Instead, it is users and the populace that pay. Today,
banks and credit card companies offer easy, high-interest loans at the drop of an SSN;
sometimes they screw up and offer these loans to a crook. When an error is made, it is
often the defrauded customer who suffers the consequences of the unpaid loan. The
banks don't really suffer at al: they simply raise their rates, spreading the cost
throughout society as awhole.

Y et another lesson is that the details matter. Quick details and snippets that you might
read in a newspaper or hear on TV don't convey the entire story. But all too often, that's
the way complex issues involving technology and society are discussed in the media.

In the United States, it isalmost an item of religious faith that the free market is all-
powerful and always makes the correct decisions, while government regulation
invariably creates problems. These beliefs are especially true among the digital elite,
who see anything government does as bad and anything private enterprise does as
good. Nevertheless, the reverse has been largely true in the area of computer privacy.
L eft to its own devices, private industry created a system in the 1960s that was
tremendously unfair to private citizens. Y es, there was a free information market, but it
was a market in which only businesses could participate. It was only after government
interference—the Fair Credit Reporting Act—that people were given aright to look
into their credit histories and to have inaccurate information removed. If anything, the
acknowledged limitations in the FCRA suggest that the problem with government
privacy regulation is not that we have too much, but rather that we don't have enough.
Hand-in-hand with the previous point, we've seen that business fights any attempt at
privacy regulation, just as the chemical industry fought attempts at environmental
regulation. Y et in both cases, the predicted dire consequences somehow failed to
materialize. In fact, just as environmental regulations forced the chemical industry to be
less wasteful—and thus more profitable—the few privacy regulations that have been
adopted have generaly improved the quality of the information stored in corporate and
government databanks, thus making these systems more valuable, useful, and profitable.
Indeed, protecting consumer privacy and freedom isin the best long-term interests of
both business and society. But because most business leaders are focused on the next 12-



month cycle, they don't tend to appreciate this simple fact.

Our Databanked Future

And what if we look in the other direction? Looking forward, we can see afuturein
which technology will increasingly be used to limit ambiguity. Anything that can be
known will be known, and it will be known to a greater degree of precision than was
ever thought possible. Left to its own devices, it's quite likely that business will repeat
the mistakes of the past, designing systems that are fundamentally unfair,
undemocratic, and unaccountable.

Back in 1965, the United States government stood at a computational crossroads. On
the table was a proposal to create a massive government database. But when details of
the project reached the public, the project was terminated. Instead, the U.S. Congress
held hearings on the threat of computers to privacy, a U.S. government commission
formulated the idea of data protection, and a (relatively) small part of the U.S.
government's executive branch was given the mission to enforce a new set of laws.

We blew it. A national database could have headed off the excesses of the credit
reporting industry. If the system had allowed strong user controls, or had avenues for
redress, it further could have prevented the sea of errorsthat exist in the plethora of
private databanks today. Moreover, with a public system, uses of the data for purposes
other than those originally intended would have been debated in public, rather than
proposed and approved behind closed doors.



Today, we stand at another computational crossroads. We are moving past the 1960s
vision of computers that hold important financial, educational, and credit information.
We are moving into an integrated future in which computers will track the most
mundane and the most intimate aspects of our lives. They will measure and record the
happenings on our planet. They will let us distinguish one person from another with the
most fine-grained precision. Once again, there may be a need for the government to
step in and set the rules for what can and cannot be done with this advanced
information technology. Otherwise, we risk recreating the information abyss that we
handled so deftly before. Sadly, thislevel of analysisis missing from most public
discourse on credit card fraud, unauthorized uses of database information, and identity
theft.

Databank technology has a fundamental problem: there is no way to guarantee that the
information in the databank is correct. We should focus on this problem, and try to
build computer and societal systemsthat are resilient in the face of error. Instead, we
are doing the reverse. Bankers, law enforcement and immigration officials, and
policymakers are looking for a quick technological fix to the problem of identifying
individuals. In the next chapter, we'll see why this approach ultimately can't work.



Chapter Three
Absolute | dentification

Confronted with database discrepancies, identity theft, illegal immigration, and
unsolved crimes, many policymakers have put their faith in the technological promise
of biometric identification. These technologies, their boosters say, will ultimately usher
in aregime of absolute identification in which each individual can be precisely known
by the unique characteristics of that person's body.

Absolute identification is a policy goal that iswithin our grasp. Indeed, a growing
number of scientists, engineers, and politicians now see identification of human bodies
not as atechnical problem, but rather as a political one. If society has the will, they
argue, we could uniquely register every person in the United States, Europe, Asia, and
possibly the entire planet. We could then routinely identify individuals at banks, at
school, at work, and on the road. Absolute identification could eliminate mismatched
computer records, stolen identities, and the ambiguity that comes with the messiness of
day-to-day life. By replacing anonymity with absolute identity, we would create a
society in which each person could be absolutely granted the privileges that come with
his or her station in life, and each person could be held uniquely and absolutely
accountable for hisor her own actions.

Absolute identification is a seductive idea. It's a pity that it is also fundamentally
flawed. To understand why, you need to understand the technology and its
shortcomings.

On theldentification of Infants

Three thousand years ago, two women in Jerusalem came before King Solomon. Both
women had recently given birth to achild. Now one child was dead, and both women
claimed the remaining child as their own. Solomon needed to identify the child and
assign it to its rightful mother.



Today, Solomon's dilemma would be easy to solve. Unless the women were identical
twins, they would have different genetic make-ups. By testing blood from both adults
and the child, the baby's true mother could be easily determined. Indeed, such genetic
tests are routinely performed in the modern world to determine the paternity of children
in child support cases.

But Solomon didn't have modern biology at his disposal. So Solomon called for his
sword. Since the women could not decide between themselves, he said, the child would
be divided in half. Solomon knew that the baby's true mother would rather yield
custody than see her child killed. And moments later, when one of the women hastily
gave up the baby, Solomon knew that the other woman wastheliar.

Twenty-five hundred years later, the explorer Jodo de Barros wrote about a different
way to identify young children. In his book Décadas da Asia, published in 1563, de
Barros described how Chinese merchants identified young children by stamping their
palm prints and footprints on paper with ink. These weren't just any pieces of paper, of
course: they were deeds of sale. £ Once recorded in this way, there could be no chance
of mistaking one child for another, which is quite important when human beings are
being bought or sold.

Had Solomon wanted to, he could have instituted a similar system for registering the
prints of every Israglite child at birth. Ancient Israel certainly had the necessary

technol ogy—jparchment and ink—to carry out such a project. Ancient I sraglites also
knew that fingerprints were unique: in recent years, archeologists digging in Israel have
discovered caches of clay pottery in which athumbprint is clearly visible on each

piece. Presumably, the potter had used his thumbprint as his own personal mark. But
the idea of a national identification system never would have occurred to Solomon or
any of his courtiers, because identification of adults was generally not a problem until
the modern age.



Literature isfilled with stories of mistaken identification: consider Mark Twain's The
Prince and the Pauper, the stories of the Doppelganger, and many Shakespearean
plays. These stories appealed to our ancestors precisely because swapped or mistaken
identities were not the stuff of everyday life. Before the Industrial Revolution, the
world had no real need for aformal system of strong identification. In Europe, there
wasn't even aneed for last names until the Middle Ages! Most people were bornin a
place and lived there al their lives. People knew who you were. Outsiders were clearly
identifiable.

Anthropometrical Signalment

A constellation of eventsin the late nineteenth century forced governments to find
better ways to identify the people within their borders. The first was the rise of the
modern city, in which people routinely carried out their day-to-day business with
strangers. In the city, citizens needed away of identifying each other so they could
avoid being cheated: identity promotes accountability. The second event was the
improved ease of travel, which created waves of immigrants seeking new homes. In
short order, xenophobic lawmakers throughout Europe and the United States passed
strict immigration laws to keep out the newly mobile foreigners. This, in turn, created a
need for strong identification systemsto let officials distinguish citizens from
noncitizens. The third reason for strong identification was the nouveau concept of
criminal rehabilitation—the ideathat people who committed a crime could be
rehabilitated and set on a new path, rather than simply put to death or exiled. Some sort
of identification system was required to distinguish afirst-time pickpocket from a
habitual offender.

It was the problem of identifying convicted criminals that caught the attention of
Alphonse Bertillion (1853-1914), a Parisian anthropologist. How do you identify a
pickpocket who has been caught for the fourth time, if each time the crook is arrested
he gives adifferent name? How isit possible to establish the continuity of identity
without the cooperation of the individual ?

Bertillion realized that even if names changed, even if a person cut his hair or put on
weight, certain elements of the body remained fixed. He created a system called
anthropometrical signalment for measuring these bodily invariants. The system was
remarkably straightforward:



» When a person was arrested for a crime, Bertillion would have one of his assistants
make careful measurements of the suspect's head, arms, feet, and ears. Also recorded
were distinguishing scars, marks, and other unique bodily information. These
measurements and the person's name were then recorded on an index card and stored at
the central police station.

* Instead of arranging the cards by the arrested person's name, as others might have
done, Bertillion placed them in files that were indexed by the measurements
themselves. All of the men with heads that were longer than average were placed in one
set of files, average in a second, and less than average in athird. Each of these fileswas
then divided in threes according to the length of the arrested person’'s middle finger.
The process was repeated for each of the six measurements that Bertillion recorded.
The result was 3x3x3x3x3x3 = 729 different groups of cards.
» When an officer went to file acriminal’s card, he would systematically check through
the other cards for which the six signalment quantities were similar. If he found a card
that was an exact match, the officer would know that the person had been previously
arrested. By looking at the name on the older card, the officer could tell if the criminal
had given the same name both times, or different ones.

Bertillion's system was a criminological breakthrough. A person could be arrested in
1881 and have his signalment recorded by one police officer. Three years|ater, after
that police officer had left the force, the criminal could be rearrested, have his
signalment rerecorded by a second officer, and have the match discovered as a matter
of routine when the second card was filed. Bertillion had created a system for
identifying people from records, whereas in the past such identifications could be
performed only by using the eyesight of trained human beings.

Bertillion spent six years refining his system, then published a 95-page pamphlet for
the 1879 International Prison Congressin Rome. Over the next decade, he oversaw the
signalment of more than 120,000 criminalsin Paris.



Today, much of Bertillion's work seems primitive and tinged by racism. (Bertillion was
most impressed that his system could be used to distinguish one Gypsy from another,
since few Frenchmen, apparently, had this ability.) But it worked. In the decade
following December 1882, when the system was formally adopted, Parisian police used
anthropometrical signalment to identify 4,564 individuals who had given the police
false names. Bertillion made it possible for French judges to impose stiffer sentences
on repeat offenders. Within afew years, various crime rates in Paris started to drop.
Bertillion asserted that this was because the pickpockets were moving to places where
they would have less chance of being identified.

By 1896, the Bertillion system had been adopted by 20 prisons and seven police
departments in the United States alone. But boosters realized that the real potential of
anthropometrical signalment wasn't merely identifying criminals. In the American
edition of Bertillion's book, Mgor R. W. McClaughry, Warden of the Illinois State
Penitentiary, clearly articulated the ultimate goal of any strong identification system:
the identification of the entire populace. McClaughry imagined it as a strong tool for
socia control:

According to the theory of the system, and in order for society to reap its full benefit, every
human being should be partially signalized (especially by that part of the descriptive signalment
relating to the ear) at the age of ten years, and completely so at the age of maturity; and every
country should have a national signaletic office where all the signalments of its inhabitants
should be filed. The process of signalment would take the place of passports at every national
frontier, and signalments would appear on al life insurance policies, permits and other papers
whose value depends upon the establishment of personal identity. It would then be possible to
find any person at once whenever desired, whether for his own good or that of society at large,
in whatever place he might be and however he might alter his appearance or his name. Crime
could thus be rooted out, elections purified, immigration laws effectively enforced, innumerable
misunderstandings and much injustice prevented and all business relations greatly facilitated. 2

A century later, American lawmakers are still looking for a strong identification system
to enforce immigration laws, eliminate consumer fraud, and identify the dead. Of
course, we're not measuring each other's ears and middle fingers.2 But Bertillion's basic
ideas carry forth in today's biometric and DNA-based identification systems, both of
which extend the promise of allowing the authorities to find any person at once,
whenever desired, for any purpose, and wherever they may happen to be.

The Science of Fingerprints



Two black brothers, identical twins, are accused of a grisly murder in Missouri. The
weapon is a bloody knife found at the scene of the crime. At thetrial, the defense
lawyer shows the jury that the murderer's fingers have each | eft their own characteristic
prints on the weapon, and those prints match not the twins, but another person in the
courtroom. The court is stunned: clearly, the wrong people are on trial!

The story is Mark Twain's Pudd'nhead Wilson, first published in 1893 by Century
Magazine. Wilson's address to the jury gave many Americans their first introduction to
the science of fingerprints:

Every human being carries with him from his cradle to his grave certain physical marks which
do not change their character, and by which he can always be identified—and that without shade
or doubt or question. These marks are his signature, his physiological autograph, so to speak,
and this autograph cannot be counterfeited, nor can he disguise it or hide it away, nor can it
becomeillegible by the wear and mutations of time?

Our understanding of fingerprints has changed little to this day. Determined by a
combination of genetics and random processes inside the womb, fingerprints are fixed
by birth and remain fixed for life. The marks truly are a unique signature: there is so
much room for variation that no two people ever have shared, or ever will share, the
same pattern.

Perhaps most importantly, fingerprints are permanent. | learned this firsthand when |
took a chemistry course at Bryn Mawr College. | was performing a series of experiments
with anhydrous acetic acid. After afew weeks, | noticed that the tips of my fingers had
become smooth; the acid had actually etched away my fingerprints. But within a month
after finishing the experiments, my fingerprints were back, exactly as they had been
before and no worse for their absence.

The reason for this permanence is that the fingerprint pattern is determined by the very
bottom layers of the epidermis. The only way to change an individual's fingerprintsis
to remove the skin entirely and replace it with new skin from elsewhere on the body.
This painful and disfiguring operation was employed by afew gangstersin the 1930s,
but hasn't found much use since.



Despite the fact that humans have long known that each person's fingerprints are
unique, it wasn't until the late nineteenth century that scientists turned their attention to
the possibility of using fingerprints for identification. Henry Faulds (1843-1930)
published aletter in an 1880 edition of the scientific journal Nature. In his letter,
Faulds noted that he occasionally left fingerprints on objects and conjectured that a
criminal might leave similar monographsin oil at the scene of a crime. Should a
suspect be apprehended, Faulds reasoned, it should be possible to compare that
suspect's fingerprints with the prints left behind and see if they matched.

The value of fingerprints for crime-fighting, then, wasn't just that they were unique, but
that they were left behind. And unlike Bertillion's system, it wasn't necessary to
measure the fingerprints of an entire populace in order to make use of the system: you
could simply compare latent prints with the prints of a suspect.

W. J. Herschel, an English official stationed in India, saw Faulds's |etter and wrote to
Nature that he had been using a similar crimefighting technique for nearly 20 years.
But whereas Faulds had thought that fingerprints would be useful only for establishing
the identity of criminals, Herschel envisioned a much grander scheme of using
fingerprints as a general-purpose system to establish identity and prevent
impersonations. (Clearly, racism was operating here as well: Herschel, charged with
maintaining order in a colony, couldn't tell the people apart without fingerprinting
them.) Five years later, a photographer in San Francisco named Tabor noticed his own
fingerprint made by an inky hand on a piece of paper. After carrying out some
experiments, he suggested that fingerprints could be used as a means of registering
Chinese immigrants, who presumably all looked the same to the people who were
running San Francisco at the time. A similar proposal was made in 1885 in Cincinnati
for putting fingerprints on railroad tickets. 2

The Rise of the | dentification State



Both Bertillion and Herschel realized that identification technology had two usesin a
modern society. On the one hand, identification technology is clearly useful for law
enforcement. Using a universal fingerprint registry, you could smply take a latent print
from a crime scene, search for a match in the registry, and know who had left the print
behind. This same registry might have many positive social uses, such as protecting
individuals from fraud and identifying the deceased.

Law enforcement agencies have long advocated the creation of such aregistry. And
until the 1980s, they were always met with sizable opposition. The only question is,
why? Proponents of the infallibility of fingerprinting are continually baffled by public
opposition to their plans for mass registration. For example, in the book Finger Prints,
Palms and Soles, published in 1943 at the height of World War 11, the authors, Harold
Cummins and Charles Midlo, wrote:

It is apparent that the day is soon coming when there will be no longer a significant objection to
finger-printing. The feeling against it is on the wane, though there are still some who regard
finger-printing as a stigma because they associate it with police records of criminals. It is not too
much to hope that universal registration of prints will be eventually realized. Objections can be
based only on misconceptions, namely that the method is tainted by its criminal application and
that compulsory registration would violate principles of liberty.

Why does the public fear mass registration? Perhaps because we know that fingerprints
are not fool proof and that aregistry, once created, could be misused. Here are some
examples to ponder:

* Fingerprint identification is done by humans, and humans make mistakes.

» Thereisarisk that a person’s fingerprint might have a legitimate reason for being at a
crime scene. The presence of an identifiable fingerprint creates a presumption of guilt.

* A fingerprint might have been swapped, accidentally or intentionally, in apolice
laboratory.



* The fingerprint files maintained by the police might be surreptitiously modified, in
order to frame an innocent person.

* A report from afingerprint expert might be swapped or intentionally changed.

The more trust we place in an identification technology, the more rewarding fraud
becomes. And the possibility of intentional fraud can never be eliminated. That's
because fingerprints do not really identify a person: they merely link a particular finger
to arecord in afile. Change the file, and you change the identification.

The other side of the fingerprint coin is that strong identification systems are frequently
used as atool by oppressive or totalitarian societies. The people running these societies
remain in power, in part, because the people who oppose the society are identified and
subjected to increasing degrees of threats and punishment until they either accept the
social order or are killed. The pass system in apartheid South Africaand the
identification cards issued to Palestinians under Israeli occupation are both examples of
such identification systems. Nondemocratic regimes require good identification
systems: punishing the wrong people can create more enemies and, perhaps more
importantly, can allow the real troublemakersto go free.

The United States never embarked on a mandatory fingerprint registration program.
Instead, states and the federal government built their fingerprint files by fingerprinting
people who were arrested and those who applied for particular jobs. These prints were
recorded on a so-called "ten-print card"—one print for each finger. The cards were then
classified by an expert and stored in afile cabinet. Sometimes police departments
would create two cards: one for local use, and one that was sent to the FBI.

Asthe twentieth century progressed, the push for mandatory fingerprint registration
began to ebb. The reason had to do with afundamental contradiction inherent in the
whole identification project: the larger the fingerprint files became, the harder it wasto
identify somebody from their fingerprints alone.



By 1987, the FBI had 23 million criminal fingerprint cards on file; the state of
Californiaalone had 7.5 million. £ Realistically, this size made the files unusable for
anything other than identity confirmation: given a name, an investigator could look up
afingerprint card and see if the prints matched. But for practical purposes, it was all but
impossible to take a set of prints, cold, and determine a person’'s name. Fingerprint files
had grown so large that they were no longer usable for their intended purpose! In the
mid-1980s, for example, a crime scene investigator in San Francisco estimated that if
he worked eight hours a day, seven days aweek, it would take him 33 years to conduct
amanual search of the city's 300,000 fingerprint cards?

AFIS

Clearly, though, fingerprinting systems are still in use. Thisisduein large part to the
Automated Fingerprint Identification System, also known as AFIS. AFIS completely
changed the role of fingerprintsin the 1980s. The systems combined relatively simple
computer graphics, special-purpose algorithms for analyzing and matching fingerprint
images, and parallel processing computers to create spectacularly effective forensic
results.

Computers don't match fingerprints the way human beings do. Instead of looking at the
patterns of arches, loops, and whorls, AFIS systems reduce the fingerprint image to a
table of two-dimensional vectors. Called minutiae, these vectors correspond to the
places on afingerprint where aridge begins, ends, or splits from one ridge into two.
Each minutia has an exact (x,y) position within the fingerprint, aswell asadirection in
which it points.



A typical fingerprint has 90 or more minutiae; taken together, these points create a
series of relationships that is absolutely unique. The typical AFIS search compares the
set of minutiae points for a person’s ten fingers, or roughly 900 points, against al of the
other records stored in the database. The search is performed by a special-purpose
computer called amatcher. In 1987, atypical matcher could search a candidate print
against the database at a rate of 500 to 600 prints per second. (Today's matchers are
roughly ten times faster.) Thus, a single database of amillion prints could be searched
in alittle over 30 minutes. To speed the search, a police department could simply add a
second matcher. The two units would operate in parallel, each scanning through half of
the database and compl eting the task in 15 minutes. Actual systems might have five or
ten matchers, reducing atypical search to minutes.

AFIS systems made it possible for police to search latent prints against the entire
database. The systems could even conduct partial print searches, where only a part of a
print isfound at a crime scene. The following excerpt from a 1987 U.S. Department of
Justice report extols the wonders of the then-new technology:

Thefirst latent print run against the San Francisco Police Department's AFIS database had been
the subject of thousands of hours of manual search methods over an eight-year period. The print
belonged to the killer of Miriam Slamovich, aWorld War 11 concentration camp survivor, who
was shot point blank in the face by an intruder in her home in 1978. Her assailant left afull,
perfect print at the scene, but with no suspect and no other clues, there was little chance of
making a match on existing file prints by conventional manual searching methods. Police
detectives doggedly pursued the case, however, and when the AFIS system was implemented in
1985, it matched the print in six minutes. Slamovich's alleged killer wasin custody the same

day. 2

In 1988, | attended a conference on AFISin Boston. There, | met Detective Ken Moses
of the San Francisco Police Department. Moses told me that in 1984, the first year after
the SFPD installed its automatic fingerprint identification system, the city's burglary
rate dropped 26%.22 Here's why: fingerprints are found at 40% of all burglaries; 28% of
these fingerprints result in positive identifications. A positive fingerprint identification
resultsin a conviction 93% of the time. By the end of 1985, San Francisco had
identified, convicted, and sentenced more than 900 burglars using AFIS.



AFIS aso allowed San Francisco do something that had never before been possible:
turn back the clock and reinvestigate old, unsolved crimes. Starting with the case of
Miriam Slamovich, police were able to clear 816 outstanding cases, including 52
homicides. (The previous year, only 58 casesin total had been cleared through the use
of latent prints.)

San Francisco's experience was repeated in other jurisdictions. Californias infamous
"Night Stalker" case was similarly solved with an AFIS search using alatent print that
was lifted from a stolen car. Within a few months after installing an AFIS system in
Baltimore, the state of Maryland correctly identified 525 people who had been arrested
and given false names to the police. The early AFIS successes were so stunning, in fact,
that the Department of Justice report gushed: "AFIS may well have the greatest impact
of any technological development on law enforcement effectiveness since the

introductli ?n of computers to widespread use in the criminal justice system in the
1960's." =

The rush by police forces to implement AFIS systems ignored one crucial factor:
guestions about the accuracy of the underlying technology. In part, thisis because the
uniqueness of fingerprints had long been established in American law. But another
reason was that even alay person could visually confirm an AFIS match by comparing
the two fingerprints. And because the initial AFIS databases were built by scanning in
cards that were already in the possession of police departments, the systems were
largely adopted without public discussion. For law enforcement, the only serious policy
guestions were pragmatic ones:. settling jurisdictional disputes between AFIS systems
operated by cities, states, and the federal government; assuring that AFIS systems from
different manufacturers used compatible file formats; and figuring out how to get more
fingerprints digitized and stored in the computers.

Far more controversy surrounded the adoption of DNA identification systems, the
technology popularly misnamed DNA fingerprinting.

DNA Identification



Deoxyribonucleic acid, better known as DNA, is the molecule that separates us and
connects us. DNA is an intergenerational messenger, the basis of family and clan
identity, and the imaginary binder of many nations. And yet, DNA is aso the basis of
most people'sindividuality.

Automatic Fingerprint Identification System

Thisterminal is used by atechnician to view the results of a computerized
search through a databankThis terminal is used by atechnician to view the
results of a computerized search through a databank of digitized fingerprints.
To look up afingerprint, the AFIS system first analyzes the print and makes
alist of the print's minutiae points—the points where afingerprint ridge
starts, stops, or forks. The matrix of these pointsis then used as akey into
the computer's databank. Searches are very fast and very accurate: it can take
less than a minute to search a database of a million prints and find an exact
match.



The system shown here was developed here was devel oped by NEC
Technologies AFIS Division, which introduced one of the first biometric
applications nearly 30 years ago and continues to lead the market today.
Today, NEC's biometric identification technology is being used at more than
300 installations in 14 countries. Specially tailored systems are available for
healthcare, licensing, welfare, and security. Many cities and states are
aggressively deploying this technology, seeking to build a master database
containing the fingerprints of every citizen, whether or not that person has
committed a crime. Such a database, advocates say, sould have a tremendous
impact on both crimefighting and identification of the dead or missing.
[Photos courtesy NEC Technologies]

Just as our DNA connects us to both of our parents, our own unique pattern separates
us from them.

DNA identity testing uses the genetic code as the basis of a near-perfect identification
system. Today, thistesting has three primary uses:

* Paternity testing

« |dentification of blood and semen left at crime scenes

* |dentification of human remains

Since half of aperson's DNA fingerprint comes from each parent, it'srelatively easy to
use the molecule to determine paternity: all that's required are afew cells from the child,
the mother, and the suspected father. Over the past decade, DNA testing has also worked
itsway into thousands of court cases. Thetest isideal for crimes where no finger-prints
are found, and needs only tiny amounts of genetic information for success—a drop of
blood, saliva, or semen, asingle hair root, or a piece of skin. As Dr. Michael Baird from
Lifecodes Labs told me: "If you have a piece of blood on your shirt that matches the
blood of the victim, chances are that you are the murderer.” £



And increasingly, DNA testing is being used to identify human remains. Because DNA
isan incredibly stable molecule, DNA necessary for identification can be retrieved
from a body years, or even thousands of years, after a person’s death. For this reason,
the U.S. military has built a DNA identification database for every soldier in the armed
services. Never again will the United States bury the remains of an unknown solider.

Meanwhile, the nature of the controversy surrounding DNA identification systems has
subtly changed. When the technology was first introduced, scientists, lawyers, and civil
libertarians argued over whether the underlying science was sound, and if the
technology actually worked. Today, DNA identification is widely accepted as
absolutely accurate—and we are struggling with the social implications of this
newfound precision.

Settling the Science: DNA Testing 1986-1996

At the heart of DNA identity tests is the human genome itself. Each person carries a
unigue genetic code, a sequence of roughly 3 billion nucleic acid base pairs—adenine
(A), guanine (G), cytosine (C), and thymidine (T). Every cell of a human body contains
its own copy of that person's genetic code, determined at conception—a code that is
different for every person on the planet. Unlike fingerprints, there's no way to change a
person's DNA by surgery or by cutting off the person's hands.

Y et, while DNA identification techniques are quite powerful, the system suffers from
fundamental problems. The first problem isthat, unlike fingerprints, not everybody's
DNA isunique: identical twins, by definition, share the same genetic pattern. And
identical twins are fairly common: in North America, onein every 83.4 birthsis atwin,
and 28.2% of twins share identical DNA from an original cell. Thus, roughly 0.338%
of the population are identical twins—three people out of athousand. Adopting DNA
as the country's sole identification system would instantly create a million genetic
doppelgangers.



A second problem inherent in DNA identification systemsis that they do not use the
entire human genome—at 3 billion base pairs, the genome istoo big. The complete
genome isalso largely irrelevant for identification, since more than 99% of the DNA
between two individualsisidentical. Instead, the DNA tests look at particular regions of
the DNA that don't seem to serve any function—what's commonly called junk DNA.
Because these parts of the genome aren't involved in keeping the cell or the organism
alive, random changes or mutations get passed down from generation to generation.
DNA identification tests look at these regions in two different samples and report if they
are the same or different.

If the two samples have patterns that don't match, then the test is conclusive: they didn't
come from the same person. But what if there is amatch? If two samples have the same
pattern, they might be from the same person—or it might just be a random, coincidental
match between two individuals. There is no way to know for sure. Indeed, the typical
DNA test can only resolve a hundred or so different genetic patterns—meaning that the
chance of arandom match isone in ahundred. To deal with this uncertainty,
identification labs typically combine the results from four or five tests. Provided that
the tests are actually looking at different regions of the genome, and provided that the
genetic patterns aren't "structured” within a community by inbreeding, using multiple
tests can reduce the chance of afalse match from onein ahundred to one in amillion
or even one in 500 million. But they can't entirely eliminate the chance of afalse
match. "DNA testing is not afingerprint,” says Dr. David Bing, former director of the
Human Identification Trade Association. "Y ou can never be sure. Thereis no DNA test
that says that this person is unique." £

A third problem is that DNA identification tests need to be performed in alaboratory
by a skilled technician. The jury in Pudd'nhead Wilson could look at the fingerprint on
the murder weapon and compare it with the suspect's actual fingerprint. But because
the DNA identification process relies on outside experts, there's always room for
professional disagreement. And there's aways a chance that a sample of blood or
semen taken from a crime scene might be contaminated en route—either by accident or
on purpose. (Indeed, the DNA evidence at the 1996 trial of O. J. Simpson was attacked
by Simpson's defense team not on scientific grounds, but using the argument that the
evidence had been contaminated by aracist cop intent on framing the former football

player.)



When DNA testing first moved into American courtroomsin 1987, few defense
lawyers knew enough about the science to raise these objections. Prosecutors presented
DNA identification to judges and juries as a well-established scientific theory—despite
the fact that the idea itself had been first proposed only ayear before. By 1991, DNA
evidence had been used in hundreds of felony prosecutions. But there were problems.
In the 1989 case People v. Castro, £ the trial court accepted the state's DNA evidence,
ruling that DNA testing was generally accepted by scientists—then the appellate court
threw out the evidence because of apparent irregularities on the part of the testing
laboratory. In November 1989, the Supreme Court of Minnesota threw out DNA
evidence in State v. Schwartz: 22 the court criticized the testing laboratory for poor
quality control and for failing to share the population-frequency data n which the lab's
statistical conclusion was based. But that same year, the Maryland Court of Special
Appeals ruled in the case Cobey v. Sate 2 that DNA evidence could be admitted—but
that DNA evidence should not necessarily be "admissible willy-nilly in all criminal
trials.”

DNA Identification
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These two identify tests show the use of DNA evidence to exclude a suspect
from acrime scene and to confirm amatch. To perform thistest, DNA is
collected from a crime scene and from a suspect's blood. The DNA isthen
treated with an enzyme that cuts into fragments of different sizes. The
fragments are put on a piece of gel and placed in an electric field, which
sorts the fragments by size. The fragments are then treated with a probe that
adheres to unique patterns of DNA on the chromosome. A black line, or
band, appears where the probe sticks. if aDNA sample has the same-sized
fragments as DNA collected from a suspect, the DNA samples are said to
match. This exampleisfrom Cellmark Diagnostics, one of the leading
laboratories forensic DNA identifications. [Photo courtesy Cellmark
Diagonostics,Inc., Germantown,Maryland]

Suddenly, whenever the prosecution wanted to use DNA testing as evidence, the trial
quickly became atrial about the scientific merit of DNA testing itself. Many scientific
studies and papers argued the validity of the technique; however, al of them were
written by people who were either on the payroll of testing labs or had been paid by the
FBI or astate district attorney to testify at trials. Nobody in the scientific community
could give an unbiased opinion about the technique; everyone who understood the
science seemed to have avested interest in it!

To help put the controversy to rest, in 1989 the National Research Council formed the
Committee on DNA Technology in Forensic Science to study DNA-based
identification techniques. Part of the National Academy of Sciences, the NRC isthe
United States most prestigious research organization, widely regarded as the
benchmark of fair and objective scientific wisdom. The Committee found that the
underlying science was basically correct. But the industry needed to standardize on the
particular probes being used, and it needed a bigger database of population genetics.
And then the Committee made a serious mistake. Trying to settle a statistical dispute
between practitioners of the DNA tests and a group of population geneticists, the
Committee recommended that DNA tests be performed using a new statistical
technique that it called the interim ceiling principle. The principle was a new
mathematical formulafor computing the chances of a mis-match—a formulathat was
much more conservative than those that were being used at the time.



"It created alegal snafu,” Mark Stolorow, manager of forensic sciences at Cellmark
Diagnostics, explained to me The problem was that the legal standard for the
admission of scientific evidence in a court—called the Frye standard—requires that the
scientific technique be peer reviewed and generally accepted by the scientific
community. But the NRC's interim ceiling principle wasn't generally accepted; the
members of the NRC committee invented it themselves.

In April 1993, FBI director William Sessions asked the NRC to do a follow-up study,
in order to eliminate the confusion. Although this sort of reevaluation of areport was
unprecedented, it was clearly necessary. Nevertheless, the whole process stumbled.
NRC convened a new committee on August 30, 1993, but the committee didn't have its
first meeting until September 1994 because of funding uncertainties. The report wasn't
issued until 1996.

By the time that the NRC issued its second and final report on genetic identification
testing, the issue was already settled. In November 1995, Nature published an article
titled "DNA Fingerprinting Dispute Laid to Rest." & True to itstitle, the article was
coauthored by the most vocal proponent of DNA testing, Eric S. Lander, and one of its
most vocal opponents, Bruce Budowle. In the article, Lander, ageneticist at the
Whitehead Institute Center for Genome Research, and Budowle, head of the FBI's
Forensic Science Research and Training Center, agreed that the science behind DNA
was sound. Provided that |aboratories take care to avoid contamination, DNA can be as
accurate as any other technology for assuring identification.

DNA Fingerprinting Today

It is hard to overstate the power of DNA identification testing. Today the tests have
completely changed paternity testing for child support. Do you know how they used to
do paternity testing in the old days?' Dr. David Bing asked me. "They brought the
child into the court and said 'does it look like him?"



DNA testing is aso being used by people who want to know if they are siblings, or
half-siblings, but aren't interested in following up in court. CBR Laboratories has
performed several of these tests for "sibship,” says Bing, who was previously associate
director of the lab. To perform the test, DNA samples are needed from both suspected
siblings as well as from as many other relatives as possible. At $200 per person, the
tests are not very expensive for the peace of mind that they produce. And people can be
tested without their knowledge or permission—it's easy to get a DNA samplefrom a
used tissue.

"Generally speaking, we wouldn't write up areport, but we will do the test," says Bing.
The test wouldn't hold up in court because there is no chain of custody associated with
the samples. But the tests do answer questions of the heart. Bing's laboratory will
answer those questions for anybody—provided that the person is represented by a
lawyer, physician, counselor, social worker, or private investigator.

Today, theironclad certainty of DNA evidence is being used to overturn convictions
from the days before the technology was available. The Innocence Project at Y eshiva
University's Cardozo School of Law specializesin using DNA evidence to force the
retrial and acquittal of those who have been falsely convicted of crimes. A 1996 report
by the National Institute of Justice detailed 28 cases in which wrongly convicted men
had been freed after DNA testing proved they were innocent. The men had served, on
average, seven yearsin prison.22 DNA testing is also being used to reunite children
kidnapped during

Argentinas "Dirty War" with their grandparents and remaining family members.

Even the dead can be exonerated. In Cleveland, the son of Dr. Sam Sheppard hoped
DNA evidence would prove once and for all that his father was innocent of the 1954
murder of hiswife, Marilyn Sheppard. Sam Sheppard, who was imprisoned for ten
years, was acquitted in a1966 retrial of the case, but doubts remained in many people's
minds. The doctor's son, Sam Reese Sheppard, successfully obtained an order in July
1997 to have hisfather's body exhumed so that his father's DNA could be compared
with blood and bodily fluids found at the murder scene. 2 The testing proved that blood
found at the scene of the crime belonged not to Sheppard, nor to hiswife, but to
another man.



The DNA Databank

On the morning of November 25, 1991, a masked man broke into the home of a
newlywed couple near Springfield, lllinois, shot and killed the husband, raped the wife,
shot her, and left her for dead. Miraculously, the woman survived. Investigators took
the murderer's semen from the woman and performed a routine DNA identification test.
The pattern was searched against other DNA patterns stored inside a computerized
DNA index system, but there was no match. And with the woman unable to identify
her attacker, the police quickly ran out of clues. The case went cold.

The following April, in an unrelated case, Springfield police took a DNA sample from
aman who had been convicted of raping a 17-year-old girl and entered the information
into the same computer. This time, the computer reported a match—with the DNA
taken from the November rape. A jury eventually convicted the man, Arthur Dale
Hickey, of first-degree murder, attempted murder, aggravated criminal sexual assault,
and home invasion. Hickey was sentenced to death.

According to the FBI, 67% of rapists commit more than one offense—with the average
number of offenses being 2.8 detected, and 5.2 undetected. DNA identification
technology promises to help solve many of these cases. Asaresult, the U.S.
government passed legislation forcing every state to establish DNA registries for
convicted sex offenders. And many of the state laws don't stop at sex offenders. Some
states require that all convicted violent criminals provide samples. Others require that
people convicted of nonviolent crimes be genetically fingerprinted as well. Some states
even collect and databank the genetic patterns from people accused of crimes.

These DNA patterns are stored in the FBI's Combined DNA Index System, or CODIS.
Authorized by the 1994 DNA Identification Act, the system is actually a network of
computer systems designed to be used by local, state, and federal authorities as they
acquire DNA profiles and search for matches. The pilot program has been operational
since 1991.



DNA profiles are created from evidence |eft at crime scenes, as well as from convicted
offenders. When anew profileis entered into CODIS, it is automatically searched
against the profiles from all of the other unsolved crimes that the database contains. If a
match is found, an email message is sent to the lab that entered the original

information.

Keeping up with the number of samples coming into the system has been a problem. In
the summer of 1997, the CODI S system had roughly 125,000 samples from convicted
offenders and 20,000 samples from unsolved cases on file. Another 400,000 DNA
samples from convicted offenders were in storage, waiting to be analyzed and fed into
the computers. By November 1998, the number of untested samples had grown to
450,000 DNA samples throughout the United States. £ At that time, the FBI asked for
an additional infusion of $22.5 million, specifically designed to profile the backlog.

An even larger DNA databank is being constructed by the U.S. Department of Defense
(DoD). The purpose of the Department of Defense DNA Registry is to identify the
remains of lost soldiers. As of December 31, 1995, the Registry's Specimen Repository
had 1.15 million DNA specimens.

According to awritten statement about the repository that appeared on the DoD's web
site:

The blood is placed on special cards with the service member's Social Security number, date of
birth, and branch of service designated on the front side of the card. On the reverse side of the
bloodstain card are afingerprint, a bar code, and signature attesting to the validity of the sample.
Ultimately, the bloodstain card is stored in a vacuum-sealed barrier bag and frozen at -20
degrees Celsius, in the Specimen Repository. The oral swab (buccal scraping) isfixed in
isopropanol and stored at room temperature. Great care is taken to prevent the possibility of
error from sample switching or mislabeling.



Butitislikely that this DNA databank may one day be used for more than just
identification, since the DoD is storing whole blood cells, rather than simply the results
of aparticular DNA screening. DoD, after al, is creating the world's largest archive of
well-preserved genetic material, and for each sample, the department has detailed
medical and performance information. As the years pass and the databank grows, its
guardians will be increasingly pressured to release samples for scientific research—and
perhaps for criminal investigations as well. Some sort of mission creep seems likely,
given the history of other federal databank projects.

Computerized Biometrics

Degspite their apparent accuracy, neither fingerprints nor DNA samples are suitable for
identifying individuals on a day-to-day basis. Fingerprints may be alost cause: after
more than 100 years, proponents have still been unable to shake the stain of criminality
from their use. DNA identification is unworkable because the biological reactions on
which DNA testing is based require minutes or hours, rather than seconds, to take
place. Fortunately, for the past 100 years, the world has relied on another kind of
biometric that can be nearly as good as a fingerprint or a DNA sample. That biometric
is the photograph.

The most common form of identification today is a photograph fixed to an official
document. Worldwide, the "universal currency” for personal identification isthe
passport. Most European countries supplement passports with identity cards. In the
United States, the photo driver's license is the most common form of identification for
both private industry and government.

Thereliability of adriver's license depends on two factors. First, the state must be sure
that the driver's license is being issued to the correct person. Second, the driver's
license itself needs to be reasonably tamperproof, so it can't be changed onceit is
issued. (A driver'slicense that can be easily modified is an invitation to crime, since the
license can be stolen, altered, and then used for fraudulent purposes.) States have
increasingly, and somewhat successfully, turned to exotic materials to make driver's
licenses more difficult to forge. But they generally do only afair job of verifying the
identity of the prospective driver. An even bigger problem with the U.S. driver'slicense
system isthat each state's license looks radically different from every other's. It can be
very difficult for a check casher in Massachusetts to know if an offered driver's license
really came from the state of Montanaor if it isaforgery.



Now the move is on to computerize identification systems. Like AFIS, modern
biometric systems have two parts. Thefirst isa device that is able to measure an aspect
of the human body, and reduce that measurement to a series of numbers. The second is
alarge database, recording the biometric measurement for hundreds or thousands or
millions of people. In many cases, an online database can do away with the problem of
forgeries: while afake piece of plastic can be produced, it is considerably harder to put
fake entries into a government database.

A variety of computerized biometric systems have been proposed and devel oped over
the past decade. The simplest involve merely creating an online database of every
driver's license photograph. But more sophisticated biometrics are constantly being
proposed and tested. Here are some of the more popular ones.

Retina prints. Eye prints are similar to fingerprints, but instead of capturing the minutiae
on the tips of the fingers, these systems record and analyze the patterns inside a person's
eye. In the 1980s, retina prints, based on the veins and arteriesin a person’'s retina, were
popular. But unlike fingerprints, retina prints are not fixed: when awoman is pregnant,
the fetal hormones can cause new arteries and veins to branch in the mother's eye. If
widely adopted, retina prints could prove to be aremarkably intrusive identification
system, with women being forced to explain if they were pregnant, why they were
pregnant, and perhaps what happened to the fetus, every time aretina print didn't quite
match.

Irisprints. In the 1990s, iris prints have surged in popularity. The patterns on the
human iris are fixed while the eyes are formed in utero; they remain constant for an
individual'slife; and they can be captured with a standard video camera, rather than an
expensive and somewhat intrusive retinal scanner. One of the leadersin thisfield is
I'riScan, whose technology has been used inside prisons, at automatic teller machines,
and, soon, in subway stations. British Telecom, a partner in the venture, has devel oped
a high-speed iris scanner that can capture the iris print of a personin acar driving at 50
miles per hour. Today, the automotive scanner is quite expensive, as it requires special
optics, a high-resolution camera, and a servo-mounted, computer-controlled lens. But
as technology advances and prices drop, this technology is likely to become
democratized.



Sgnature and handwriting analysis. Signature and handwriting analysis was one of the
world's first biometrics. Today, signatures can be digitized and el ectronically compared
with stored templates. If the signature is written on an electronic pad, the computer can
also record the speed at which the pen moves and the pressure exerted. Combined,
these three sets of values (position, speed, and pressure) create a biometric that is
nearly impossible to forge.

Palm prints and hand geometry. Palm prints and hand geometry are two systems that
rely on the wrinklesin a person's hand or the relative lengths of the fingers to establish
identity. Both lack the consistency over alifetime that fingerprints provide. On the
other hand, these systems don't have the stigma of fingerprints. A hand geometry
system was used to identify athletes at the 1996 Summer Olympicsin Atlanta.

Voice prints. Voice print systems attempt to determine a speaker's identity by
comparing a spoken phrase with one that has been previously recorded. Today's
computer voice systems can perform either speaker identification, in which they
determine who is speaking, or voice recognition, in which the computer determines
what is being said. Today's computers can't perform identification and recognition at
the same time, but humans can, so it's reasonable to assume that as computers get faster
they will be able to do the same. It's unlikely that computers will ever be able to
identify speakers with 100% accuracy. After al, people can't do it either. Sometimes
there just isn't enough information available for the task.

Iris Scan



Of al the biometric identification systems made possible by the human
body, iris scanning appears to be the most robust and most accurate. The
subtle patterns inthe iris of each person's eyes are fixed before birth and
remain unchanged throughout life (barring an accident or surgery, of course,
and there is so much variation between individuals that the probability that
two irises would have the same biometric value is approximately 1 in 10”.
(The population of the earth is approximatley 10%.) Even identical twins
have dramatically different irises.

Nevertheless, remember that an iris scan does not uniquely identify a person:
an aris scan identifies an iris. Turning that identification into a name
requires looking up the scan 8in a computerized database. If the database
has been tampered with or altered, the iris scan will not yield the person's
true identify. [Photos courtesy IriScan, Inc.]



Face recognition. Face recognition systems attempt to identify people based on what
they look like. Today's systems require that a person's face fill the computer's video
camera and that the background be reasonably controlled. Future systems should be
able to recognize a person in a crowd, the same way that people do (and probably with
similar rates of success). Because there is no stigma attached to face recognition, and
no fear of something scanning the eye, face recognition systems are poised to become
quite popular in the coming century, which might have many unforeseen results.
"Undercover people are scared about facial recognition,” says Stephen Shaw, editor of
Identity World magazine. "It doesn't just suck up terrorists—it gets diplomats and
spooks and undercover cops." #

Face Recognition

Unlike other biometric identification technologies, face recognition islargely
passive: it can be performed without a person’'s knowledge, alowing the
person to be identified in an elevator or as they walk through a doorway.
Today, biometric systems are increasingly being used for identification at
ATM machines, in banks, and by security-conscious businesses. Several
states are evaluating whether face recognition should be applied to their
databank of driver'slicense photos, alowing them to determineif the same
person has been issued a driver's license in more than one name. [Image
courtesy Miros, Inc.]



Facial thermograms. Facial thermograms identify people based on the patterns of veins
and arteries underneath their skin. Although it's possible for a person to change their
facial appearance with makeup or to grow or cut their facial hair, it's much harder to
rearrange one's circulatory system. As aresult, it's believed that facial thermograms
might be more reliable than simple face recognition systems.

Slhouette identification and gait prints. Silhouette identification and gait prints are my
own names for the next category of biometrics, but othersin the identification field are
considering them as well. When you see afriend at a distance, you can usually tell who
they are without actually seeing their face. Y ou make the identification based on a
variety of parameters, including the person's size and proportions, the way they walk,
and the kind of clothes they are wearing. Once again, if people can do this kind of
identification, it's reasonable to think that computers will eventually be ableto doit as
well.

Performance. It is also possible to identify people based on their performance at a
certain task. As an undergraduate at MIT, | developed a computer program that could
identify people based on their typing speed and the pressure with which they hit the
keyboard. While he was on staff at AT& T, researcher Thomas Speeter developed floor
tiles that can identify who is walking on them. £ Several computer intrusion programs
can detect if somebody has broken into a computer system; the systems operate on the
principle that intruders use computers differently from their legitimate users.

Writing style. A growing body of techniques can be used to identify the author of a
creative work—be it aplay, anovel, or amusical score—based on patterns in the work.
In 1996, Donald Foster, a computer scientist at Vassar College, analyzed the best-
selling novel Primary Colors and concluded that the "anonymous" author was in fact
Joe Klein, a columnist for Newsweek magazine.2 (Interestingly enough, Klein didn't
admit to being the book's author until the Washington Post surreptitiously obtained a
handwriting sample from Klein and from the book's original manuscript, and had the
two compared by Maureen Casey Owens, aformer chief document examiner for the
Chicago Police Crime Laboratory.2) Likewise, Ted Kaczynski was identified as the
Unabomber only after his manifesto was published and his brother recognized the
writing style and ideas.



It'simportant to realize that none of the techniques mentioned here have gone through
the kind of thorough peer review that was required of DNA fingerprinting in the 1980s
and early 1990s. Instead, individuals and companies are testing them the way an
undergraduate might test spaghetti boiling in a pot of water to seeif it is done: throw it
against thewall and seeif it sticks. If we are to use biometrics for serious future
applications, then they must be subjected to significantly higher standards of accuracy
than they are today. Otherwise, it's likely that there will be numerous misidentifications
and false identifications that will cast doubt and suspicion, and that could even
imprison people who have done nothing wrong.

Biometrics Tomorrow

Between 1989 and 1995, | lived in a house that had a voice print lock on its front door.
The lock gave me freedom and power. It gave me the freedom to walk around without
fear of losing my keys: aslong as | had my voice, | knew that | would always be able to
get back into my house. And it gave me the power to control access to my home with
tremendous precision. For example, | could voice print a contractor who was doing
work on my house, knowing for sure that he would not give the key to one of his
employees or make a copy for himself. And | never had to ask somebody for his keys
back: all | had to do was erase his voice from the lock's memory.

But the voice print lock was not without its faults. After afew months, | discovered that
| could not enter my house if ajet was flying overhead, or during a particularly loud
rainstorm. | also discovered that biometrics are not democratic. Certain individuas
could not bereliably identified by the system, while others were always identified on
their first try. (Similar problems have been reported with fingerprint identification
systems.) Asaresult, | eventually created "voiceless codes' that would let peoplein
without requiring that they first speak a pass-phrase.



Aswe move into the next century, experiences such as mine will become widespread,
as biometricsincreasingly replace keys and identity cards. Biometrics will be used to
open the doors of office buildings and to unlock computer files. Y our computer will
recognize you when you sit down in front of it, either by voice or by using its built-in
video camera. It's easy to see why people are likely to prefer biometrics-based systems:
there will be no passwords to forget and no access cards to lose. Y et at the same time,
some people will be discriminated against because their biometrics are not easily read
or reproduced.

Imagine a university in the year 2020. At the cafeteria, students take atray, pick up the
food that they want, and then simply walk to the dining room. A computerized system
scans each student's tray, calculating the cost of the food they've taken, then looks at
the student's face to figure out whose account should be debited. At the library, another
face recognition system has long since replaced the student's library card. When the
student walks into alaboratory, the computer scans his face to make sure that he has
authorized entry—thisis especially important for labs that contain material that could
be subverted and used by terrorists. And when the student sits down at a computer, the
system automatically logs the person in and opens hisfiles.

This university of the future won't need to issue its students identification cards: a
smart video camera and a connection to the university's computer network will work
just as well. But the university will probably continue to issue student 1Ds so students
can prove their university affiliation to area businesses and other organizations. After
all, no university is going to let outsiders tap into its biometric database!

The university biometric identification system works because a university is a total
environment and students are voluntary members. Because students are paying alot of
money to earn academic credit, and because a university's library privileges, athletic
facilities, and dorms are not available to the general public, the students have a vested
interest in being properly identified by the institution.



Many stores now have video cameras that record the image of everyone who walks
inside. (Frequently, these cameras are positioned in such away that they also record the
person's height.) Soon these cameras will likely be connected to computers and
networks that use the person's face and other information to determine his or her
identity. The store's computers might consult public recordsto find out if the person
who just entered is wanted by the authorities. The computer might check other
databases to find out if the person has a history of violent behavior, or if they owe too
much money on their credit cards, or if they are suspected shoplifters. Place the camera
outside the store and you can have the computer automatically lock the store's doors
when a disreputable person tries to enter. Because these identification systems won't be
perfect, places that use them will have to weigh the risk of not using the technol ogy
versus the risk of lawsuits, civil penalties, or smply poor customer relations that might
result from misidentifications. In fact, the computer would probably be programmed to
weigh the risk for each shopper.

Building a database of all the nation's faces would not be very difficult, since much of
the datais already in public hands. In the 1990s, most states began digitizing
photographs that were recorded on driver's licenses. These photographs, which are now
part of the public record, will increasingly be sold to private businesses unless the sales
are prohibited by legislation. The process has already started. In February 1999, the
South Carolina Public Safety Department sold photographs of the state's 3.5 million
driversto Image Data LL C of Nashua, New Hampshire. The price was a bargain
basement $5,000, or roughly a penny for seven photos, according to an article in the
Washington Post.

The Washington Post also revealed that Image Data LL C had received a $1.46 million

grant and technical assistance from the U.S. Secret Service in 1998. The company was

charged with building a national photo ID database to fight check and credit card fraud,
aswell asto fight terrorism and verify immigration status. 2

Image Data's plans cause alarm because photographs provide tremendous potential for
abuse. For example, aracist programmer operating inside a bank might gimmick a
bank's loan calculation program to automatically factor in a person's skin tone as part of
the loan approval process. Alternatively, abug in a computer program, especially one
based on "neural net" technology, might inadvertently factor in thisinformation
without anyone's conscious planning. Such calculations could be exceedingly difficult
to locate during a routine audit.



Ironically, thereisafar cheaper and easier approach for using photography to prevent
check and credit fraud. Instead of building a computerized database with all of the
nation's faces, smply put each person's photograph on the front of hisor her credit cards
and checks. The Polaroid Corporation devel oped a photo credit card in the 1960s, but
most banks resisted using the cards. One reason was that photographs, while they
decrease fraud, marginally increase costs. The second reason isthat if a person's
photograph needs to be snapped before that person can be issued a credit card, then
banks cannot acquire new customers by target marketing: in order to get a photograph
onto the card, the customer needs to come into the bank in person.

The national database of photographsiswell on its way to being created. But we asa
society need to discuss what this database will be used for, who will have accessto it,
and how erroneous information will be corrected. It would be a mistake to give private
industry unrestricted use of this data without any checks and balances.

Biometric Piracy

When the Washington Post published word of South Carolinas impending sale of
driver's license photographs, it caused an uproar. Immediately, the state tried to get out
of the contract, arguing that the sale would violate the privacy of its citizens. But a state
judge rejected the argument, saying that no law prevented the sale.

Asaresult of this and other cases, it's likely that some states will soon pass legislation
to prevent states from selling driver's license photographs to private businesses. But it
will be harder to prevent businesses from using their own resources to construct
national image databanks. Video cameras behind checkout counters already record the
image of each person using a credit card. It would be simple for a business to match up
thisinformation with names taken from the subject's credit card or courtesy card. In
fact, such data collection is so easy that it is likely to happen unless lawmakers outlaw
the practice.



Steve Mann, now a professor at the University of Toronto, Department of Electrical
Engineering, calls the capture of a person'simage without his or her permission
likeness piracy. £ Mann is quick to point out that likeness piracy is different from
copyright infringement: copyright only protects specific creative works that arein a
fixed form. Copyright infringement is the appropriation and use of a specific image;
likeness piracy isthe appropriation and use of a person'simage in general.

Some laws in the United States and other countries regulate likeness piracy. In the state
of New Y ork, for instance, it is a crime to use somebody's image in conjunction with an
advertisement without his or her permission. This law dates to the early twentieth
century, when

Smart Card-Based | dentification




A "smart card,” like this one from Gemplus, is a plastic card that contains a
tiny microchip. The chip can hold both a microprocessor and several
kilobutes of memory. One popular application of smart cardsis as "stored
value cards," in which the cards are used to store akind of digital money.
Another way to use a smart card is as a mobile databank that cannot be easily
accessed or modified by the cardholder. In thisexample, the smart card is
used as an identify card that contains a digitized photograph and possibly a
fingerprint. Here, the border guard can compare the face of the woman
standing infront of him with the image of the woman storeed in the card.
Because it is presumably more difficult for a person to tamper with the
digitized image stored inside the smart card than to tamper with the image
printed on the card's surface, smart card identify cards are considered by
their promoters to be more secure. Although this may be true today, the
presumption that smart cards are more secure means that there will be a
higher reward for creating counterfeit or falsified cards. Ultimately, the
smart cards of the future may be no more secure than credit cards are today.
[Photos courtesy Gemplus]

marketers put people's faces on boxes as a form of product endorsement—without first
going through the formality of obtaining the person's permission. It's anyone's guess if
these laws will prevent likeness and biometric piracy in the twenty-first century. They
won't if biometrics policy becomes an established business practice.

Already, the United Parcel Service, the nation's largest package delivery service, isaso
the nation's leader in biometric piracy. For most packages, UPS requires that a
signature be written to serve as proof of delivery. In 1987, UPS started scanning the
pen-and-ink signatures recorded for each package delivery. These images were stored
in a database and faxed to any person who called UPS's 800 number and asked for a
"proof of delivery” receipt. In 1990, UPS improved its piracy technology by equipping
its drivers with portable el ectronic computers called DIADs (Déelivery Information
Acquisition Devices). Each computer has a built-in bar code reader and a signature pad.
When a delivery is made, the UPS driver scans the bar code on each package and then
has the person receiving the delivery sign for the package. The bar code number and
the handwritten signature are recorded inside the DIAD, and ultimately uploaded to the
company's databanks.



The push to make signatures available in electronic form came from UPS customers,
Pat Steffen, a spokesperson for UPS, told me when | called the company to complain
about the practices. Signatures are considered proof of delivery. Digitizing that proof
allows UPS to manipulate it like any other digital data. The faxed proof-of-delivery
certificates are sent automatically from UPS computers, she explained. It's also possible
for UPS customers to download tracking software and view the signatures directly on
their personal computers. £

Ironically, by making a person’s written signature widely available, UPS is helping to
dilute the written signature's very value. Once the signature is digitized, it's easy to
manipulate it further with a computer—for example, you can paste it at the bottom of a
contract. UPS's system is particularly vulnerable: any package can be tracked as long as
you know the package's airbill, and UPS issues its preprinted airbills in sequential
order—for example, "0930 8164 904," "0930 8164 913," and "0930 8164 922." An
attacker can easily learn a company's UPS airbill, use that airbill to obtain a
comprehensive list of every delivery recipient—and then make a copy of every
recipient's signature.

UPS understands the vulnerability, but it can't address the problem very well. A note on
the company's web site says:

UPS authorizes you to use UPS tracking systems solely to track shipments tendered by or for
you to UPS for delivery and for no other purpose. Any other use of UPS tracking systems and
information is strictly prohibited.

But, realistically speaking, UPS can do little to prevent thiskind of attack. "1f someone
wants to go out of their way to get package numbers, it can be done. If someone wants
to go out of their way to do anything, | suppose that's possible. It is not an easy thing to
do," said Steffen. Guessing would be harder, of course, if UPS used longer airbill
numbers and didn't issue them in a predictable sequence.



The financial community has found a better way to incorporate biometricsinto its
business practices. Historically, crooks have been able to either steal blank checks or
print their own, fill them out, and then take them to a bank and cash them. So in 1997,
SeaFirst and a number of other West Coast banks started recording thumbprints on the
back of checks whenever they were cashed by a person who didn't already have an
account at the bank. The fingerprint itself was recorded with anew kind of ink: the
person simply puts his thumb on the ink-pad, presses his thumb against the check's
back, then wipes off the rest of theink. Thisway, if it turns out that the check was
forged, SeaFirst has the thumbprint of the actual crook—and it's the crook's actual
thumbprint, rather than a copy of the thumbprint that was stored inside a computer
(where it could be electronically manipulated to implicate somebody else). Since
SeaFirst knows the exact time that the check was cashed—that's a so recorded on the
check, aswell asin the bank's computer—it's a simple matter to go to the videotape and
get a photograph of the crook's face. Thumbprints can also be searched through a
variety of AFIS systems. Alas, while this technique may be laudable from atechnical
point of view, it has the unfortunate side-effect of making people who cash checks feel
asif they are being treated like criminals.

Biometrics are a powerful means to ascertain somebody's identity, but only for the
person or the machine that actually does the measuring. Once abiometric is stored
inside a computer, all of the security provided by biometric identification is lost. A
stored biometric could easily have been copied from another computer, rather than
being directly measured. Thisisacritical distinction to understand when using
biometrics. It isadistinction that is so subtle that it frequently is overlooked by the
people implementing and using biometrics-based systems.

I dentifying Bodies, Not People

Absolute identification is a seductive idea. Unfortunately, it'sanideathat is
fundamentally flawed. All of the identification techniques discussed in this chapter
share a common flaw: the techniques do not identify people, they identify bodies. In
modern society, people are legal entities. People have names, Social Security numbers,
and histories. People buy and sell property. People have obligations. Bodies, on the
other hand, are the warm-blooded, two-legged animals that are walking around on our
planet's surface. Bodies are born, and bodies die.



When a murder is committed in our society, one body has taken the life of another
body. It isthen the job of the police to determine the people involved—that is,
identifying the victim and finding the perpetrator. Bodies are imprisoned, but people go
tojail. Any identification databank, whether it's the passports issued by the U.S. State
Department or the FBI's CODIS system, attempts to draw lines connecting legal people
with the bodies that they inhabit. Thisis an imperfect exercise.
Today, it isremarkably easy for acriminal to adopt an assumed name and construct an
alias, complete with a state-issued driver's license. Many underground and semi-
underground tracts give precise directions on how to create a fraudulent identity: first,
search public records and find somebody who was born at roughly the same time and
died in early childhood. Next, request a duplicate birth certificate and Social Security
card. Subscribe to magazinesin the stolen name. Just start using it. At some point, take a
driver'slicense test.

The United States does not operate a central computerized registry of every birth and
death in the country. Instead, cities, counties, and states all operate their own record
systems. Sometimes records get |ost—hospitals burn down, computer files get
destroyed. Sometimes there are duplicate records, sometimes there aren't. Many record-
keeping systems are antiquated. This lack of centralization can be exploited by people
who know how. Once the identity of a dead child is appropriated in this manner, it can
be remarkably difficult to disprove. Just about the only way one of these constructed
identities can unravel isif the individual was previously arrested or fingerprinted—and
if that information has been stored in some biometrically indexed, computerized
database, such as a police department's fingerprint files. The databanks don't prove that
the new identity isfalse. All they proveisthat the biometrically identified body once
used some other person’'s name.

Crooks aren't the only ones who create new people for old bodies: the government does
it aswell. New identities are routinely created for undercover officers, spies, defectors,
and participants in the Federal Witness Protection Program. These needs of the state
assure that no ironclad biometric identification system will ever be adopted in the
United States or anywhere else: there will always need to be a means to introduce
erroneous information into any government-sponsored identification database, or to
change correct information that is no longer politically appropriate.



Some biometric identification systems have another problem as well: they can be
subverted by a person who is suitably motivated. In the 1930s, gangsters had their
fingerprints surgically removed and replaced with skin grafts from other parts of their
bodies. Today, a person's hand prints or retina prints could be similarly removed—uwith
the person's permission, or without. The risk or danger of mutilation will only increase
as society increases its reliance on biometrics.

Instead of relying on technology to solve the social problem of bodily identification, we
might want to consider social solutions. One possibility would be to use relatively weak
identification systems and have very strong penalties for people who engage in identity
fraud. Next, we should create statutory damages not just for the bank or business that
was defrauded, but also for the person who had their identity appropriated.

Biometrics are sure to be an omnipresent part of tomorrow. But because of their
recognized limitations, and because of the legitimate civil liberties concerns that these
systems create, our civilization will probably not experience the full realization of a
totally biometrically tracked future. Instead of tracking people, our civilization will
increasingly turn to the much simpler project of tracking things, as the next chapter
explores.



Chapter Four
What Did You Do Today?

When | was teenager, | tried keeping adiary. | took out my fountain pen every night
before | went to sleep and wrote down the details of the previous day. | had just started
dating and soon the book's pages were filled with stories of my teenage romances: I'd
write down who | liked and who | didn't; who | had seen at school and who | had talked
to on the phone. And, of course, | wrote down the details of my dates themselves. who
they were with, where we had gone, what we had eaten, and what we had done.

After amonth or so | had created quite an impressive historical record of my teenage
exploits. But as time passed, my entries started getting shorter and shorter. It was just
too much work to write down all of the details. Ultimately, my project collapsed under
the weight of its own data.

Keeping that diary in today's world would be much easier. Every time | buy something
with acredit card, | get back alittle yellow dlip telling me the exact time and location
of my purchase. | get amuch more detailed receipt at my neighborhood supermarket
that lists the name and size of everything in my shopping cart. My airline's frequent
flyer statement lists every city that I've flown to over the past year. Should |
accidentally throw out the statement, all of thisinformation is stored safely in
numerous computer databanks.

Even my telephone calls are carefully recorded, tabulated, and presented to me at the
end of each month. | remember in college when my girlfriend broke up with me during
along-distance phone call. We talked for 20 minutes, then she hung up. | called her
back again and again; | got her answering machine each time. A few weeks later, the
phone bill came in the mail, and there were the calls: one for 20 minutes, and then five
callsin rapid succession, each one lasting just 15 seconds.

But by far the most detailed records of my life reside on my computer's hard drive: my
stored email messages, going back to my freshman year in college. All told, there are
more than 600 megabytes of information—roughly 315,000 pages of double-spaced text,
or 40 pages of text for every day since September 3, 1983, when | got my first email



account at MIT.

"Keep all your old email messages,” my friend Harold told me just before | graduated.
"When historians look back at the 1980s, we are the ones they're going to be writing
about." And he was right: with keyword searching and advanced text-processing
algorithms, it will be a simple matter for some future historian to assemble avery
accurate record of my life as a college student—and my life ever since—by examining
the written electronic record I've left behind.

But this archive of facts and feelingsis arapier that can slice two different ways. More
than my own digital diary, | have also been casting a vast "data shadow" that reveals
the secrets of my daily life to anyone who can read it.

Alan Westin coined the term data shadow in the 1960s. Westin, a professor at
Columbia University in New Y ork, warned that credit records, bank records, insurance
records, and other information that made up America's emerging digital infrastructure
could be combined to create a detailed digital dossier. The metaphor, with its slightly
sinister feeling, was uncannily accurate: just as few people are aware of where their
shadows fall, few data subjectsin the future, Westin conjectured, would be able to keep
track of their digital dossiers.

In the three decades that have passed since then, the data shadow has grown from an
academic conjecture to a concrete reality that affects us all.

We stand at the brink of an information crisis. Never before has so much information
about so many people been collected in so many different places. Never before has so
much information been made so easily available to so many institutions in so many
different ways and for so many different purposes.



Unlike the email that's stored on my laptop, my data shadow is largely beyond my
control. Scattered across the computers of a hundred different companies, my shadow
stands at attention, shoulder-to-shoulder with an army of other data shadows inside the
databanks of corporations and governments all over the world. These shadows are
making routine the discovery of human secrets. They are forcing usto live up to anew
standard of accountability. And because the information that makes up these shadows
isoccasionally incorrect, they leave us all vulnerable to punishment or retaliation for
actions that we did not even commit.

The good news is that we can fight back against this wholesale invasion of personal
privacy. We can fight to stop the capturing of everyday events. And where captureis
inevitable, we can establish strong business practices and laws that guarantee the sanctity
of our privacy—protection for our shadowsto live by. We have done so before. All that's
is needed is for people to understand how this information is being recorded, and how to
make that recording stop.

Thelnformation Crisis

As an experiment, make a list of the datatrails that you leave behind on adaily basis.
Did you buy lunch with a credit card? Write that down. Did you buy lunch with cash,
but visit the automatic teller machine (ATM) beforehand? If so, then that withdrawal
makes up your data shadow as well. Every long distance phone call, any time you leave
amessage inside a voice mailbox, and every web page you access on the Internet—all
of these are part of your comprehensive data profile.

Y ou are more likely to leave recordsif you livein acity, if you pay for things with
credit cards, and if your work requires that you use a telephone or a computer. Y ou will
leave fewer recordsif you livein the country or if you are not affluent. Thisisreally no
surprise: detailed records are what makes the modern economy possible.



What is surprising, though, is the amount of collateral information that these records
reveal. Withdraw cash from an ATM, and a computer records not just how much
money you took out, but the fact that you were physically located at a particular place
and time. Make a telephone call to somebody who has Caller ID, and alittle box
records not just your phone number (and possibly your name), but also the exact time
that you placed your call. Browse the Internet, and the web server on the other side of
your computer's screen doesn't just record every page that you download—it also
records the speed of your computer's modem, the kind of web browser you are using,
and even your geographical location.

There's nothing terribly new here, either. In 1986, John Diebold wrote about a bank that
seven years earlier

had recently installed an automatic teller machine network and noticed "that an unusua number
of withdrawals were being made every night between midnight and 2:00 am." . . . Suspecting
foul play, the bank hired detectives to look into the matter. It turns out that many of the latenight
customers were withdrawing cash on their way to alocal red light district! 2

An article about the incident that appeared in the Knight News Service observed: "there's
abank someplace in Americathat knows which of its customers paid a hooker last
night." ¢ (Diebold, one of America's computer pioneersin the 1960s and 1970s, had been
an advocate of the proposed National Data Center. But by 1986, he had cometo believe
that building the Data Center would have been atremendous mistake, because it would
have concentrated too much information in one place.)

| call records such as banks ATM archives hot files. They arejuicy, they reveal
unexpected information, and they exist largely outside the scope of most people's
understanding.



Over the past 15 years, we've seen agrowing use of hot files. One of the earliest cases
that | remember occurred in the 1980s, when investigators for the U.S. Drug
Enforcement Agency started scanning through the records of lawn-and-garden stores
and correlating the information with data dumps from electric companies. The DEA
project was called Operation Green Merchant; by 1993, the DEA, together with state
and local authorities, had seized nearly 4,000 growing operations, arrested more than
1,500 violators, and frozen millions of dollarsinillicitly acquired profits and assets.2
Critics charged that the program was a dragnet that caught both the innocent and the
guilty. The investigators were searching out people who were clandestinely raising
marijuanain their basements. While the agents did find some pot farmers, they also
raided quite a few innocent gardeners—including one who lived next to an editor at the
New York Times. The Times eventually wrote an editorial, but it didn't stop the DEA's
practices.

Americans got another dose of hot file surprise in the fall of 1987, when President
Ronald Reagan nominated Judge Robert Bork to the Supreme Court of the United
States. Bork's nomination was fiercely opposed by women's groups, who said that the
judge had a history of ruling against women's issues; they feared that Bork would be
the deciding vote to help the Court overturn awoman's right to an abortion. Looking
for dirt, ajournalist from Washington, D.C.'slibera City Paper visited a video rental
store in Bork's neighborhood and obtained a printout from the store's computer of every
movie that Bork had ever rented there. The journalist had hoped that Bork would be
renting pornographic films. Asit turned out, Bork's tastes in video veered towards mild
fare: the 146 videos listed on the printout were mostly Disney movies and Hitchcock
films.

Nevertheless, Bork's reputation was still somewhat damaged. Some accounts of the
Bork story that have been published and many offhanded remarks at cocktail parties
often omit the fact that the journalist came up empty in the search for pornography.
Instead, these accounts erroneously give the impression that Bork was afan of porn, or
at least alow the reader to draw that conclusion.

The problem with hot files, then, is that they are too hot: on the one hand, they reveal
information about us that many people think adignified society keeps private; on the
other hand, they are easily misinterpreted. And it turns out that these records are also
easily faked: if the clerk at the video rental store had wanted to do so, that person could
easily have added afew dozen porno flicks to the record, and nobody could have
proved that the record had been faked.



As computerized record-keeping systems become more prevalent in our society, we are
likely to see more and more cases in which the raw data collected by these systems for
one purpose is used for another. Indeed, advancing technology makes such releases all
the more likely. In the past, computer systems simply could not store all of the
information that they could collect: it was necessary to design systems so that they
would periodically discard data when it was no longer needed. But today, with the
dramatic devel opments in data storage technology, it's easy to store information for
months or years after it is no longer needed. As aresult, computers are now retaining
an increasingly more complete record of our lives—as they did with Judge Bork's video
rental records. Ask yourself this: what business did the video rental store have keeping
alist of the moviesthat Bork had rented, after the movies had been returned?

This sea of recordsis creating a new standard of accountability for our society. Instead
of relying on trust or giving people the benefit of the doubt, we can now simply check
the record and see who was right and who was wrong. The ready availability of
personal information also makes things easier for crooks, stalkers, blackmail artists,
con men, and others who are up to no good. One of the most dramatic cases was the
murder of actress Rebecca Schaeffer in 1989. Schaeffer had gone to great lengths to
protect her privacy. But a 19-year-old crazed fan, who allegedly wanted to meet her,
hired a private investigator to find out her home address. The investigator went to
Cdlifornia’s Department of Motor Vehicles, which at the time made vehicle registration
information available to anyone who wanted it, since the information was part of the
public record. The fan then went to Schaeffer's house, waited for four hours, and shot
her once in the chest when she opened her front door. 2

False Data Syndrome

Another insidious problem with this data seais something | call false data syndrome.
Because much of the information in the data seais correct, we are predisposed to
believe that it is all correct—a dangerous assumption that is all too easy to make. The
purveyors of the information themselves often encourage this kind of sloppy thinking
by failing to acknowledge the shortcomings of their systems.



For example, in 1997, the telephone company NY NEX (now part of Bell Atlantic)
launched an aggressive campaign to sell the new Caller ID service to its subscribers.
With the headline " See Who's Calling Before Y ou Pick Up the Phone,” the
advertisement read:

Caller ID lets you see both the name and number of the incoming call so you can decide to take
the call now or return it later. Even if the caller doesn't leave a message, your Caller ID box
automatically stores the name, number, and time of the incoming call. Caller ID aso works with
Call Waiting, so you can see who's calling even while you're talking to someone else. 2

Clearly, NYNEX was confusing human identities with telephone numbers. Caller ID
doesn't show the telephone number that belongs to the person who is making the call—
it shows the number of the telephone from which the call is being placed. So-called
"enhanced" Caller ID servicesthat display a name and number don't really display the
caller's name—they display the name of the person who islisted in the telephone book.
If I make an obscene call from your house during a party, or if | use your telephone to
make athreat on the life of the president of the United States (afederal crime), Caller
ID will say that you are the cul prit—not me.

The Tracking Process: How Our Information IsTurned Against Us

Nobody set out to build a society in which the most minute details of everyday life are
permanently recorded for posterity. But thisis the future that we are marching towards,
thanks to a variety of social, economic, and technological factors.

Humans are born collectors. Psychologically, it's much easier to hold on to something than to throw it
away. Thisisal the more true for data. Nobody really feels comfortable erasing business
correspondence or destroying old records—you never know when something might be useful.
Advancing technology is making it possible to realize our collective dream of never throwing anything
away—or at least never throwing away a piece of information.



Thefirst computer that | bought in 1978 stored information on cassette tapes. | could fit
200 kilobytes on a 30-minute cassette, if | was lucky. The computer that | use today has
an internal hard disk that can store 6 gigabytes of information—a 30,000-fold increase
in just two decades. And this story is hardly unique: al over the world, businesses,
governments, and individuals have seen similar improvements in their ability to store
data. Asacivilization, we've used this newfound ability to store more and more minute
details of everyday existence. We are building the world's datasphere: abody of
information that describes the Earth and our actions upon it.

Building the world's datasphere is a three-step process—one that we've been blindly
following without considering its ramifications for the future of privacy. First,
industrialized society creates new opportunities for data collection. Next, we
dramatically increase the ease of automatically capturing information into a computer.
Thefinal step isto arrange this information into alarge-scale database so it can be
easily retrieved at a moment's notice.

Once the day-to-day events of our lives are systematically captured in a machine-
readable format, thisinformation takes on alife of its own. It finds new uses. It
becomes indispensable in business operations. And it often flows from computer to
computer, from business to business, and between industry and government. If we don't
step back and stop the collection and release of this data, we'll soon have aworld in
which every moment and every action is permanently "on the record."

Step 1: Make Data Collectable

The first step to building the global datasphereis to create information worth
collecting. Consider aforest: by itself, amountain of trees has no data. Now go through
the forest and number every tree, estimate its age and height, and survey its location,
and you have created an extremely valuable data set for both environmentalists and the
timber industry.



| got avery good introduction to thisfirst step in 1988, when | visited a BASF floppy
disk manufacturing plant located just outside Boston. As part of the manufacturing
process, | learned, each floppy disk is stamped with a code called alot number. Pick up
afloppy disk and flip it over, and you're likely to find these same numbers today:
A2C5114B, or S2078274, or 01S1406. These codes identify the manufacturer of the
disks, the factory, and the particular machine where the disk was created, and the date
and time that the lot was started. Sometimes the information is encoded directly into
the number. Other times, the lot number merely refersto an entry in alogbook or a
process control system. Either way, decoding alot number usually requires proprietary
information that manufacturers are rarely willing to share with the general public.

The primary purpose of these lot numbersis quality control. If arun of bad disks turns
up, the manufacturer can look at the lot number on the bad disks and figure out where
they came from. By examining the factory's records, a quality control engineer can find
the exact piece of equipment that caused the problem—which isthefirst step to
preventing the problem from recurring in the future. Ultimately, this saves the company
money and improves its reputation.

Once you know how to recognize lot numbers, you'll soon start seeing lot numbers
everywhere: on a candy bar wrapper, a bottle of pills, or the rim of aflashlight. Some
objects are so important that each one gets its own tracking number, in which case the
number is called aserial number. Turn over the mouse that's connected to your desktop
computer and you'll find one. There's another serial number on your computer itself, as
well as on many of the individual componentsinside. It's all quite ironic. In the early
days of the Industrial Revolution, one of the biggest technical challenges that engineers
faced was producing functionally identical, interchangeable parts. Today, we have
become so good at making things indistinguishable that we now need to imprint each
with its own code so that we can tell them apart.

Lot numbers and serial numbers all serve afundamental purpose: by making seemingly
identical things distinguishable, the numbers make the history of the things recordable.
But once inscribed, these codes can be used for much more than simple quality control:
increasingly, lot numbers and serial numbers are being used for law enforcement.



Lot numbers can prove vital to a product-tampering investigation, for example. If
tampered products at different stores all come from the same lot, then the tampering
probably took place at the factory. If tampered products all come from different lots—
possibly manufactured at different plants—then the tampering almost certainly took
place at the store or in the home.

One of the most successful tracking numbersin recent yearsisthe Vehicle

I dentification Number (VIN), a 17-character code that is stamped on the dashboard,
engine, and axle of every car and truck manufactured in the world. The VIN was
created in the 1970s by a coalition of auto makers and national governments who
wanted a worldwide standard, according to Thomas Carr, manager of passenger safety
regul ations for the American Automobile Manufacturer's Association. & The first 16
charactersin the VIN identify the manufacturer, the country of manufacture, the make
and model of the vehicle, the assembly plant where it was built, the year it was built,
information on the car's restraint system, the kind of transmission and rear axle used in
trucks, and a six-digit sequential code.

Thelast character inthe VIN is specid. It's called a check digit. Thisdigit doesn't
contain any information of its own; instead, it is computed from the other digits. The
digit makesthe VIN self-verifying, letting a computer automatically detect a number of
common typographical errors, such as switching two digits around or hitting an
adjacent key on a computer keyboard. Since the VIN isthe key that is used to index all
of the records for a particular motor vehicle, explains Carr, being able to verify that a
VIN has been correctly typed is very important.

VINs are used to track the car throughout the entire production process. After the car
leaves the plant, VINs are used by governments to keep track of who owns each car,
both to collect taxes and to help return stolen cars to their rightful owners. And in
recent years, VINs have found a new role—solving car and truck bomb cases. In the
bombings of both the World Trade Center in New Y ork City and the Murrah Federa
Building in Oklahoma City, investigators were able to quickly locate the axles of the
trucks that were blown up. The VINs that were stamped on the axles allowed
investigators to determine the trucks owners, which allowed them to determine where
the trucks had been rented—which in both cases led them to the identities of the
bombers.



Step 2: Make Data Machine-Readable

Automatic data collection is the second big step needed to create the datasphere.
Automated systems read a piece of information and feed it directly into a computer,
without human intervention. Although automated systems can be expensive to set up,
once they are operational, they dramatically lower the cost of data collection, making it
possible to create huge data sets and to keep them up to date. As aresult, when afew
major playersin an industry start to adopt an automated system, the entire industry
quickly follows.

The U.S. banking industry was one of the first major segments of our economy to adopt
machine-readable codes. In 1963, afew banks started printing checks using specia
magnetic ink, so that computers could automatically read the nine-digit bank routing
numbers, account numbers, and check numbers stamped across each check's bottom. It
was agood idea: by 1969, 90% of the checks in the United States were printed with the
shiny black numbers, greatly decreasing the time required to process them.2 In the
1970s, the banking industry started adding magnetic strips to credit cards so the little
pieces of plastic could be swiped through areader. Before then, the numbers had to be
manually entered into a computer after they were transferred to a credit card slip using
apiece of carbon paper and aroller.

InTEL'S PSN

A tracking number that has had a very rough start is the Processor Serial
Number (PSN) that Intel introduced with its Pentium I11 microprocessor. Intel
originally designed the serial number in the Pentium 111 microprocessor to
help the company detect "over-clocking" of CPUs (i.e., when a 500 MHz chip
issold as a 600 MHz chip) and to help large companies track computers as
they move around through an organization. When upper management found
out about the feature, the PSN was given an "e-commerce” spin—Intel
suggested that web sites could use special software to read the PSN of their
customers computers over the Internet.



When Intel announced the PSN in January 1999, the company decided to
emphasize the "e-commerce” feature, rather than the asset-tracking capability.
Within aweek, several consumer groups organized a boycott against the
microprocessor, saying that the more likely use of the PSN would be to
silently track Internet users as they click through web sites. Meanwhile,
cryptography expert Bruce Schneier published a scathing article in which he
attacked the PSN because it was a number that could not be obtained in a
secure fashion. He wrote:

If aremote Web site queries a processor ID, it has no way of knowing
whether the number it getsback isareal ID or aforged ID. Likewise, if a
piece of software queriesits processor's ID, it has no way of knowing
whether the number it gets back isthe real ID or whether apatch in the
operating system trapped the call and responded with afake ID. Because
Intel didn't bother creating a secure way to query the ID, it will be easy to
break the security.

Other industries have been slower to adopt machine-readable systems. It wasn't until
the mid-1990s that General Motors started supplementing the original VIN plates with
machine-readable bar codes. Unlike the old VIN, which could only be read up close by
ahuman, the new bar code can be read from more than 20 feet away using a highspeed
laser scanner. Once in place, the bar code VIN quickly gained adherents. One company
that jJumped on the bandwagon was the car rental agency Avis, which now uses laser
scanners to automatically track cars as they are returned at the company's drop-off
locations. In the coming years, these machine-readable VINs will increasingly be a part
of most drivers' lives. For example, urban garages might use the bar codes to
automatically open gates for their monthly patrons. Other companies have developed
computerized vision systems that can read the license plate of a stopped or moving car,
creating another system for automatically identifying automobiles at a distance.



License Plate Reader

Electronic tags aren't the only way to track a vehicle on the open road. The
U.S. Customs Service has deployed license plate readers at many border
crossings between the U.S. and Canada. These systems use a high-resolution
video camerato locate and capture the image of acar'slicense plate in just
milliseconds. From that image, the Perceptics license plate reader can
determine both the plate's and the issuing state or province. Saysthe
company, "With our License Plate Reader, every highway is an open
book."[Photos coutesy Perceptics]



Moving away from magnetic and optical systems, the newest machine-readable tags are
scanned using radio waves. The technology, called RFID (short for Radio Frequency
Identification Device), consists of two parts: atiny silicon chip with asmall radio
antenna, called the tag, and a gun-shaped reader. Each chip is manufactured with a
unique code. Point the reader at the chip, and the chip's code appears on the reader's
display. The code is also sent to an attached computer.

Radio Frequency Identification Devices
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Radio Frequency Identification Device (RFID) systems make it possible to
embed a computer-readable serial number in an automobile, a gas cylinder, a
pet, or even ahuman being. The system is based on an electronic tag that is
stimulated using alow-energy radio signal. Once energized, the tag
transmitsits serial number. RFID tags are made by many different
manufacturers; some RFID tags can be read from a distance of several feet.
RIFD systems have been used for ski tags, employee badges, and tracking
animals. A similar technology is used in most highway automatic toll
collection systems. Since these systems are silent and passive, they can be
read without the knowledge (or the consent) of the person carrying the radio

tag.



Like other identification systems, RFID systems don't actually identify acar,
apet, or aperson: they simply identify thetag. And since no cryptography
is employed by today's RFID systems, an RFID identificaion response can be
eavesdropped, falsified, or otherwise forged. The tags can also be read
without the owner's knowledge. Since today's tags have no memory, thereis
no way to determine how many times a tag has been read, only by whom.
Neither the producers nor the users of these systems seen to be concerned
with the shortcomings of the security that these systems provide. [Photos
courtesy Trovan]

The chips have no moving parts, no batteries to wear out, and an indefinite lifetime.

When you point an RFID reader at atransponder and pull the trigger, the gun firesa
burst of radio frequency energy in the direction of the chip. The transponder's antenna
picks up this energy and convertsit into an electric current, which powers both the
transponder's microchip and its tiny on-board radio transmitter. The transponder then
sends back the chip's unique code (today's chips use a 64-bit code) on another radio
frequency.

Several companies make RFID systems. One of the largest is Trovan, based in the
United Kingdom. Trovan's largest device is about the size of a quarter and can be read
from two feet away; the smallest is the size of agrain of rice. Readable from 18 inches,
the tiny tag is designed to be sewn into the lining of clothing for inventory tracking.
Trovan also makes a special implantable tag which comes in a presterilized, ready-to-
use disposable syringe; it can be tucked under the skin of an animal in less than 20
seconds. 2

In England, Yamahadealers are using Trovan to help fight motorcycle theft. For
U.K.£65 (about U.S.$100), you can have Trovan chipsimplanted into your bike's
frame, wheels, tank, and seat. If the bike is stolen or stripped, the parts can be identified
when somebody comesin trying to sell them.



In the United States, RFID systems are being used for asset management—a technique
through which businesses cut costs by carefully managing the items they have already
bought. One application is the tracking of gas cylinders. By drilling asmall holein the
neck of the gas cylinder and dropping in an RFID device, it becomes possible to
accurately track the location of each cylinder asit is moved between the plant and the
customer. Other companies have embedded RFID devicesin hand-held tools, which
workers are then required to check out and check back in like library books.

Meanwhile, implantable tags are being used by zoos around the world to track exotic
animals. And in North America, they're being used to track pets: by the summer of
1997, at least 200,000 cats and dogs in the U.S. had been implanted with some form of
RFID. Several companies now operate a national database that matches the pets' chip
ID numbers with their owners names, addresses, and phone numbers, alongside the
chip'sidentification code. Organizations like the ASPCA in New Y ork City, San Diego
County in California, and the cities of Minneapolis and St. Paul are buying readers.
Stray animals found on the street are now being scanned when they are brought to a
shelter.

As these cases show, the power of RFID isthat once the radio tag isimplanted into an
object, the tag becomes a part of that object. A serial number that's on a gun can be
filed down or etched away with acid. Cars can be stripped of their VINSs. Tattoos can be
overgrown with hair, or smply covered by clothing. But put a chip on the inside and
the serial number becomesinvisible, indelible, and detectable at a distance.

Although the obvious motivation for tracking isto prevent loss, other advantages of
increased control and knowledge soon come to light. Some U.S. farmers have
discovered that once an animal is given a serial number, it becomes possible to keep
highly accurate long-term records. By tracking an animal from birth to slaughter,
keeping detailed records of each animal's vaccination history, feed, weight, and
handling, and even performing an occasional ultrasound scan, farmers can apply
scientific management techniques to their overall operation. Ultimately, the extrawork
can increase the market value of an animal by approximately $700 to $1000.
Meanwhile, the U.S. Department of Agriculture may soon mandate the electronic
tracking of cattle in order to combat disease. 22



Step 3: Build a Big Database

Asthe tag-wielding U.S. farmers have learned, a good database is what marks the
difference between disorganized data and a usable collection of information. But the
organization of a database, and the policies that control access to the information the
database contains, can dramatically impact the privacy implications of the entire
tracking enterprise.

Consider the case of Electronic Toll Collection (ETC). Over the past decade, systems
that et automobile and truck drivers pay their highway and bridge tolls electronically
have been enthusiastically adopted around the world. The reason: ETC systems put an
end to traffic jams around toll plazas. Instead of requiring driversto stop and toss afew
coinsinto a basket or hand a bill to atoll collector, most ETC systems use aradio tag to
uniquely identify a car's account, from which the toll is automatically deducted.

In Norway, Micro Design ASA installed one of the earliest systems on a highway north
of Trondheim in 1988. The technology has improved rapidly since then. Today, a
system manufactured by Saab Combitech, Sweden, can read an electronic tag in less
than 10 milliseconds when the vehicle is traveling at speeds up to 100 miles per hour.
The Saab system can also determine the vehicle's speed by measuring the Doppler shift
of the returning radio signal.

In 1994, the New Y ork-area Triborough Bridge and Tunnel Authority (TBTA) installed
an ETC system called E-ZPass at tollbooths on the Verrazano Narrows Bridge. After
some early snafus, E-ZPass was soon fulfilling its mission, boosting the number of cars
that each lane could handle from 250 to 1000 per hour. The public responded
enthusiastically: during itsfirst two years of operation, TBTA issued 550,000 E-ZPass
tags. "Each work day, we collect 280,000 electronic tolls, or 42 percent of the total
transactions,” TBTA president Michael Ascher told atrade publication in March
19972 A similar system, E-Pass, has been enthusiastically adopted by Florida drivers
on the Orlando-Orange County Expressway.



Among state and federal highway administrators, the big issues with these ETC
systems are cost, reliability, and interoperability. Many states have adopted systems
that use incompatible tags: E-ZPass uses the windshield-mounted tag, while Florida's
E-Pass system uses a radio transponder the size of a flashlight mounted under the car's
front bumper. Within afew years, highway administrators hope the U.S. Will adopt a
single national system that will let a car travel from Californiato New Y ork, paying all
of the intervening bridge and highway tolls electronically.

But administrators have not focused on the privacy implications of the systems they are
deploying. And those implications are staggering. The ETC systems maintain a detailed
record of each time each car pays atoll. Officialy, the ETC systems keep this
information so they can send drivers a monthly statement showing them where their
money is going. But the database is a gold mine of personal information that has uses
far beyond simple accounting. A restaurant could scan it to build alist of everyone who
drives by its place of business. A private investigator could use this database to track
the movements of an errant spouse. Reporters could track celebrities, and crooks could
useit to target avictim.

Once states are collecting large amounts of movement information, it is quite likely that
it will be used and exploited. Already, cashstrapped state governments are selling their
driver's-license databases to companies like R. L. Polk, which are using the data to
build marketing lists. 2 But even if the information is not sold, its existence means that
some bad guy might someday bribe a state employee to get at the juicy data.

Highway administrators don't seem to be sensitive to these risks. In 1995, the
Massachusetts Turnpike Authority (MTA) published a three-inch-thick Request for
Proposals to contractors interested in selling electronic toll collection systemsto the
state. The word "privacy" didn't appear. | called up John Judge, the MTA's Director of
Operations, to ask why.

"Privacy isanon-issue,” said Judge:



| think that isthe experience nationwide, at |least asit relates to electronic toll collection. Privacy
has not been an issue that has emerged nationally. | think that [is] principally becauseitisa
voluntary system. If you are of a mind where you might be concerned about privacy issues, you
just don't have to join the program, and can use the traditional toll collection methods. | don't
think that it is any more an issue than credit cards.2

Distressingly, U.S. courts seem to agree with Judge—although for different reasons.
On June 26, 1997, Justice Colleen McMahon ruled that the Triborough Bridge and
Tunnel Authority had to turn over tollcrossing records to police whenever presented
with a subpoena. Previously, the TBTA had required police to get a court order for
release of the information—something that McMahon said was too restrictive on
police. Her reasoning was that the movements of E-ZPass holders were easily

observed, and so therefore the electronic records should be made public as well.

Positional information is also very much a part of the cellular telephone systems, which
must track phones at all times so that calls can be delivered. In 1997, British Telecom
announced that it was devel oping a mobile telephone that would report the caller's
location, to within 30 feet, to the person receiving the call. "Workers will no longer be
able to phone the office pretending to be sick when they are at the beach, and
movements of cheating spouses will be exposed,” enthused an article in the Electronic
Telegraph.22 And as part of the U.S. 911 system, cellular providers must be able to
locate 60% of all phones to within 150 meters by the year 2001. Like al positional
information, this data has multiple uses. Besides allowing ambulances to be sent faster
to acar wreck, police are increasingly asking cellular providers for position
information when they serve wiretap orders on cell phone companies.

The approach to vehicular privacy has been similar across the border in Canada.
Ontario's Highway 407 now has a sophisticated system for automatically billing
automobile owners for the number of milestheir vehicles drive on the public highway.
The system uses a video camerato capture the image of the vehicle's license plate.
Tolls are assessed when automobile registrations are renewed: people who refuse to
pay the billswon't be allowed to renew.

The Biggest Databasein the World



Probably the largest database in the world today is the collection of web pages on the
Internet. While much of the Web isfilled with pornographic images, magazine articles,
and product advertisements, there is a staggering amount of personal information as
well: individual home pages, email messages, and postings to the Usenet. This record
can be automatically searched for revealing disclosures, unintentional admissions of
guilt, or other kinds of potentially valuable information.

Back before the explosive growth of the World Wide Web, Rick Gates, a student and
lecturer at the University of Arizona, was interested in exploring the limits of the
Internet database. In September 1992, he created the Internet Hunt, a monthly
scavenger hunt for information on the Net. Early hunts had the participants |ocate
satellite weather photographs or the text to White House speeches. The hunt was
especially popular among librarians, who were at the time trying to make the case that
the Internet could be a valuable reference tool.

Electronic Toll Collection




This statement from the Orlando-Orange County Expressway Authority
shows the comings and goings of a car asit travels dong the state's
expressway system. The cars are tracked using a passive electronic tag that is
placed on the windshield or under the car's frame. Although the E-Passis
designed for automatic toll collection, the system can aso be used to
precisely calculate the speed of automobiles, track carsthat are stolen, or
even snoop on errant spouses. In the future, these records could be used for
marketing as well. Automatic toll collection systems create a goldmine of
private information. Nevertheless, there have been few public discussions on
the appropriate uses of this data. [ Statement coutesy Orlando—Orange
County Expressway Authority]

In June 1993, Gates decided to have a different kind of hunt. It was the first where the
goa was simply to find as much information as possible about the person behind an
email address.

In one week the hunt's 32 teams eventually discovered 148 different pieces of
information about the life of Ross Stapleton. 22 A computer at the University of
Michigan reported that Stapleton had B.A. degrees in Russian Language and Literature
and Computer Science. A computer at the University of Arizonareported that he had a
Ph.D. in Management Information Systems. A computer operated by the U.S.
Military's Defense Data Network (DDN) Network Information Center divulged
Stapleton's current and previous addresses and phone numbers. And a brochure on a
Gopher server operated by the Computer Professionals for Social Responsibility
reported that Stapleton was one of the conference's speakers—and that he was an
analyst in the Office of Scientific and Weapons Research at the U.S. Central
Intelligence Agency.



But the most revealing information the group assembled came from statements
Stapleton himself had made. By scanning messages he had sent to the COM-PRIV
mailing list—ironically, amailing list devoted to privacy issues—the group learned that
Stapleton used the OS/2 operating system and didn't have afax machine. They learned
that he was also affiliated with Georgetown University, where he was an adjunct
professor and taught courses on the Information Age. They discovered that Stapleton
subscribed to the Arlington Journal, the Chronicle of Higher Education, and Prodigy.
He was a member of the AAASS (American Association for the Advancement of
Slavic Studies). His Cleveland Freenet Membership number was #ak287.

From the dedication in Stapleton's thesis dissertation, " Personal Computing in the
CEMA Community," the hunters discovered that Stapleton's parents were named Tom
and Shirle. From the heading of another mail message he sent, they discovered that he
was engaged, and that his fiancée's name was Sarah Gray. Transcripts of Stapleton's
comments at the Second Conference on Computers, Freedom, and Privacy were also
unearthed. £

"Stepping back abit and taking the hunt results as a whole, one can see that there's an
awful lot of information that can be found on someone, even when restricted to freely
accessible, publicly available Nets," said organizer Rick Gatesin his report on the hunt.
"I hope that people keep that in mind when they are posting to an email listserv or
newsgroup. They are really adding to the sum total of the Nets, and what they have to
say in some limited discussion of an [obscure] topic may be around for along time."

An odd side effect of the global database isthat it is easier to seek out information on
people who have unique or unusual names. For instance, | tried searching the Internet
in February 1998 for the phrase "Tom and Shirle." HotBot, an Internet search engine,
found the word "Tom" on 1,833,334 pages and the word "And" on 63,502,825 pages.
But the word "Shirle" was on just 333 pages, and the phrase "Tom and Shirle" was on
six pages—all of which, it turns out, were copies of Gates's June 1993 report.

"| was pleasantly surprised to see the amount of information that | myself put out that
they managed to find," said Stapleton when | interviewed him for this chapter.
"Nothing came out during the hunt that | would have said alarmed me." But Stapleton
had been worried that somebody at the CIA might be angry that he had revealed his
name and employer in so many public forums. "It was only going to be a matter of time
before somebody at work said, ‘Hey, what have you been doing?"



Perhaps what's most remarkabl e about the June 1993 Internet Hunt is that it no longer
seems remarkabl e that such a detailed profile of a person could be constructed from
publicly available sources. The explosion of online information sources, combined with
advertiser-supported search-and-retrieval services like Yahoo, Lycos, and AltaVista,
have made it possible to easily assemble these kinds of detailed profiles. Indeed, several
services, such as DejaNews and HotBot, specifically advertise this ability.

The Age of Public Statements

Posts to email forums, Usenet groups, and online chat services are all different kinds of
public statements. Most people who decide to take their place in cyberspace eventually
start making these statements. And these statements are not like any others ever uttered
in the course of human history. In the past, statements made in public were frequently
lost. Yes, they could be recorded, but those records were almost aways hard to
retrieve, or even inaccessible. An angry farmer might speak up at a town meeting and
have his name recorded in the minutes, but ten years later, somebody trying to do a
background investigation on that farmer would be unlikely to find his remarks—
especialy if the farmer had moved to Sesttle and started a new life as a programmer at
Microsoft. Letters written to newspapers in the 1950s, 1960s, 1970s, and 1980s were
certainly published for everybody to see, but they were rarely indexed in computerized
databanks and made instantly available anywhere in the world.

This new generation of public statementsis quantitatively different from anything that
has ever come before. These are public statements that can be instantly searched out by
a prospective employer, by a person with whom you have just had your first date, or by
a coworker who means you harm. And once you've made a statement, it is out of your
control: retraction has become an impossibility.



It isthis search capability that is creating a new kind of absolute accountability. It'sa
simple matter to use the Internet's searching capabilities to get alist of people who have
admitted to taking LSD, or who have used racist slursin print, or who have a history of
organizing for labor unions. Says Stapleton, "It's increasingly easy for someonein an
HR department to say—'L ook, Joe here says that skydiving is cool. Do we want to
carry him on the rolls considering that he might die? Jane hereisin alifestyle that the
chairman might not find attractive. We might not want to put her forward for the public
affairs spot.' | don't have any public activities that | don't want to post about. If | did, |
would be very cautious."

Ultimately, the wide availability of thisinformation might create powerful new social
filters through which only the boring and reserved will be able to pass. The existence of
this information makes opinionated people vulnerable to all sorts of malicious attacks.
Pervasive recording and indexing of public statements might keep the best and the
brightest from ever holding elected office.

The end of the 1993 Internet Hunt report contains this prescient note: "In short, we're
dealing with a unique medium here. It sort of feels like verbal discussion, but it'salot
more enduring, and can reach millions of people.”

Ironically, Gates report endures to this day, and will probably endure for decades
more. That's because digitized text is very portable, very compact, and very easy to
search. Although the original computer on which he typed and posted his message has
long since been retired, the data has been copied again and again and again.

W asTE.com



On May 12, 1999, the Boston Herald ran a front-page story titled
"Waste.com." £ The story detailed the results of an in-depth investigation the
Herald had conducted of Internet use by public employees and others using
taxpayer-funded Internet accounts. They discovered that an account registered
to the state auditor's office was being used to scalp tickets to a sporting
event—a violation of state law. It found that an account belonging to MassEd.
Net, a taxpayer-funded organization that subsidizes Internet access for
teachers and schools, was being used "to promote a sex-and-wrestling Web
site.” It found that an account registered to the Department of Public Works
"was used to buy and sell erotic Japanese cartoons, including a cartoon series
called 'Rapeman' that glorifiesrape.” It noted that an Internet user at the
Secretary of State's office had sent 324 messages about TV shows, including
The Smpsons. And it found students using their high school Internet accounts
to trade advice on making and buying LSD and other hallucinogens.

The source material for the news story came almost entirely from searches on
the Internet searches on the Internet search engine Deja.com, which archives
postings to the Internet's Usenet bulletin board system. Although Usenet
messages can be easily forged, this possibility was never discussed in the
Herald story.

The special report generated immediate response from state officials, who
promised that they would enforce their existing policies on Internet use and
put in place new ones to prohibit inappropriate uses of computer systems. It
was a stunning testimony to the power of the Internet archivesto hold people
accountable for what they do with their computers.

Smart Machines Create Active Databanks

On April 14, 1999, computer maker Hewlett-Packard ran a threepage advertisement in
the Wall Street Journal. The first two pages were a massive black-and-white spread
showing arather well-kept garage with abig empty space in the middle. A car has
recently been removed. The text reads:



Y our daughter inherited it from you. The lead foot, that is. And you left your vintage Jaguar in
the garage. Y ou think. Only you're out of town, so you're not sure. Enter e-services. E-what? A
security chip in the car recognizes your daughter's key and engages a "soft limit" that won't
allow the car to exceed 65 mph. Which, of course, she attempts to do. Instantly, the car sends a
signal to a service you subscribe to, alerting you to what's going on. Three thousand miles away,
you excuse yourself from the dinner table and as you walk towards the lobby you push your
speed dial. Y our daughter is no more than three blocks from the driveway when the car phone
begins ringing. How's that again? Businesses and services are using the Internet in ways that go
far beyond today's websites. They're adding a whole new dimension to the term "service." The
next chapter of the Internet is about to be written. And it has nothing to do with you working the
Web. Instead, the Internet will work for you. www.hp.coml e-services.

The next E. E-services. Hewlett-Packard.

Hewlett-Packard's vision of an active world begins to hint at the not-so-benevolent
future that could await us. Why does the HP chip in the Jaguar block the daughter's
attempt to speed, but not her parents? Why does the parent get the phone call from the
car, and not the local police? Why isn't the insurance company notified about the
unsafe driver? Why doesn't the car's dealer get areport of the speeding and use it to
invalidate the warranty on the car's transmission? Perhaps the next chapter of the
Internet will allow automobiles to automatically deduct the cost of a speeding ticket
directly from your bank account, without the added cost to society of having a police
officer chase you down.

Why should you, the data subject, control the data shadow of everything you do today?

Turning Back the Information Tide

Faster machines, bigger hard disks, and intelligent database systems are al ultimately
big threats to privacy. While the ability of computersto store information isincreasing
at something between 60% and 70% per year, the world's population is only increasing
at 1.6%. All things being equal, over time, an increasing percentage of our daily
activities will be captured by the world's datasphere.



So what's the answer? Are we facing afuture in which al of our lives need to be read
like an open book, in which all of our secrets are kept inside glass file cabinets? Will
we be increasingly monitored by our neighbors, our family, and even our machines,
until we are all living inside a transparent society? Perhaps. But we do have a choice.
We cannot turn back the clock, but we can build aworld in which sensitive datais
respected and kept private.

Take the case of Judge Bork. The journalist who pulled Bork's video rental records
triggered a series of hearings on Capitol Hill. Cynics said that the senators and
congressmen were worried that their own video records might suddenly become fair
game—and that the legidators, unlike Bork, had something to hide. But whatever their
reason, the hearings revealed that the Bork incident was far from isolated. "V arious
examples of demands for video transactional records were mentioned [in the hearings],
including an attempt to use video tape records to show that a spouse was an unfit
parent, and a defendant in a child molestation case who wanted to show that the child's
accusations were based on movies viewed at home," reported the Department of
Commerce. £

Those hearings weren't idle chat. Before the end of that |egislative session, Congress
passed and President Bush signed the Video Privacy Protection Act of 1988 (18 USC
2710). Under the law, "A video tape service provider who knowingly discloses, to any
person, personally identifiable information concerning any consumer” who rents or
purchases avideotape is liable for civil action consisting of statutory actual damages of
$2,500, punitive damages, reasonable attorney's fees, and any other relief that the court
may deem appropriate. By forbidding your local video store from giving out thetitles
of the movies you rent (without a court order, that is), the act took video rental records
off the table. And by defining statutory damages, Congress eliminated a problem that
plagues many privacy suits: the need to prove real damages. Furthermore, by alowing
an aggrieved individual to sue for reasonable attorney's fees and other litigation costs,
Congress assured that lawyers would be willing to take such cases on a contingency
basis.



In many ways, the 1988 law didn't go far enough—it permits video stores to maintain
rental records after tapes are returned, rather than requiring that the records be
destroyed. The law also allows video rental companies to distill individual rental
records into aggregate information, which could then be used as the basis of privacy
violations. Nevertheless, the Video Privacy Protection Act has been stunningly
effective. Violations of the law are extremely rare. Americans know that they can rent
whatever videos they wish and not be forced to answer to anybody.

The Video Privacy Protection Act proves what many privacy advocates have been
saying since the 1960s. the free market and voluntary privacy standards are frequently
not sufficient to protect consumer privacy. An editorial that appeared in USA Today put
it thisway: "While voluntary compliance might be preferable in an ideal world, it's not
likely to work in the real world. Thereality is that the absence of government prodding
has resuged in too many companies doing too little to protect consumers' privacy
rights." =

Many businesses collect large amounts of personal information in the course of day-to-
day operations. But just because the data has been collected, it doesn't follow that the
business has the right to make it publicly available, sell it on the open market, or use it
for marketing. Data can be taken off the table. Strong privacy laws give businesses the
incentive to do-so.

An equally valid way to protect privacy isto prevent the accumulation of personal
information in the first place. For example, instead of building an Electronic Toll
Collection system that keeps account balances and toll-crossing information in a central
database, it's possible to build anonymous toll-collection systems. These systems are
based on smart cards and use aform of digital cash for the toll payments. The smart
card in these systems can be programmed to keep arecord of each toll crossing, for the
driver'sown use, or they can be programmed to throw this information away.
Distributed smart card systems can be cheaper to build and operate than those based on
massive centralized computers. Unfortunately, they are less popular—apparently
because the technology is more difficult to explain to decision makers.



Overall, an informed and organized citizenry rarely fails to push through strong privacy
measures. Consider Hong Kong: in the mid-1980s, Hong Kong's colonial government
built a sophisticated system for electronic road pricing. Shortly after the system was
deployed, drivers began receiving statements showing where and when they had
traveled—and they became alarmed. Fearing that the system could be used to track
people for political purposes, especially after the 1997 hand-over of Hong Kong to the
Chinese mainland, the citizens succeeded in having the system shut down.2

Failing responsible decision makers, there is always direct action. When people
discover that their information is being used against them, they rebel—either by
intentionally withholding their information, or by explicitly planting false datainto the
system. For example, many Internet users have responded to the problem of unsolicited
junk email, also known as spam, by using mangled email addresses on their web pages
and in their news postings. More people are using fake or intentionally misspelled
names when subscribing to magazines. And many people use cash, rather than credit
cards, even when it is inconvenient to do so. If these measures are not sufficient, even
more aggressive techniques are likely to follow.



Chapter Five
TheView from Above

A furious, uncoordinated project is now unfolding across the surface of our planet, in
the depths of the oceans, and in the heavens above. The project isto deploy a mesh of
cameras, listening devices, and sensors, and to connect those devices together using a
series of computer networks so that anything that happens anywhere can be known,
recorded, and preserved. The project isto turn the planet into a single scientific
instrument and to create aglobal library of happenings.

Many civil libertarians of the 1950s and 1960s worried about the bugging of private
homes and offices by the government. In recent years, newspapers have written about
"spy shops' that sell sophisticated remote listening devices, tiny radio transmitters,
voice-activated tape recorders, and lasers that can bounce off office windows and
reveal what is spoken inside. But today, it isincreasingly clear that the real threat to
privacy is not the bugging of private homes, which isfor the most part illegal and not a
widespread practice. Instead, the real threat lies in the systematic monitoring of public
places, where ability and legality have created a surveillance free-for-all.

Over the next 50 years, the widespread construction of monitoring networks will
fundamentally change our understanding of what it meansto be "in public.” Ironically,
the change will force us to accept the literal meaning of the words "public places.” In
the past, many public places were effectively private. Whether walking alone on a city
street or having a discussion with afriend in a public park, we felt our actions were
private, unknowable, and unrecorded. Systematic monitoring turns this assumption on
its head. Whereas we have a reasonable expectation of privacy in our own homes, there
isno longer such an expectation for public spaces. And as more and more of what
happens in public is captured, recorded, indexed, and made retrievable, more of what
takes place in public becomes knowable.

In the future, the public will know what happensin public.

Hey, | LiveHerel



On my wall is a poster of the world as seen from space, but it's aview that no astronaut
or satellite will ever see. It's a picture of our planet with the clouds stripped away. Both
the Northern and Southern hemispheres are shown as they appear during the height of
summer, clothed in green, the ice banished to the poles. The Earth's mountains are
plainly visible. The oceans have been colored to reveal the seafloor and currents.

The poster, "The Earth: A New Satellite View of the World with Shaded Relief," was
produced by WorldSat, asmall firm in Ontario, Canada. The poster is atestimony to
the observational power of orbiting artificial satellites, as well asto our fascination with
geographical information. The ability to create a geographic mosaic such as World-
Sat's has profound implications for the future of privacy. Geography is inescapable.
Everything is somewhere.

| saw my first WorldSat posters at the University of Washington bookstore. | went to
the bookstore to buy a new fountain pen. | spent ten minutes looking at pens, and an
hour looking at the satellite images. Besides "The Earth," the bookstore had space
views of Australia, Asia, Europe, and North America. And | wasn't alone: anearby
couple spent twenty minutes looking at another poster called "Earth at Night," created
by NovaGraphics, trying to identify every city they could from the shape of itslights.

Over the next two weeks, | kept returning to the bookstore to look again at the posters.
| was haunted by the images. Finally | bought "The Earth" and put it up on my wall.
Then | called WorldSat to find out not just how they made the poster, but why.

WorldSat was started in 1986 by Robert Stacy, a commercial diver who had an
accident and happened to see a satellite image at a book-store in Ontario while he was
recuperating. Haunted, like me—and more or less barred from his former profession—
Stacy decided to start a company that would create posters of these images and sell
them to others.



WorldSat gets most of its satellite images for free. The source images for the
company's "World Series’ come from the National Oceanic and Atmospheric
Administration (NOAA) weather satellites that orbit at an atitude of 820 kilometers
(520 miles). By carefully combining data from hundreds of images, it's possible to
electronically eliminate our planet's clouds. By using a pair of satellite images that
were photographed with a known separation, it's possible to construct a stereoscopic
view of the planet's surface. Thisinformation is used for shading the relief, whichis
what makes the map look three-dimensional. The ocean relief data comes from a
combination of satellite and terrestrial studies.

The Worldsat Planet Earth

Stripped of its clouds and seasonal ice sheets, and illuminated by a 24 hour
wun, thisview of Planet Earth is one that no astronaur will ever see with the
naked eye. And yet this view is somehow more truthful and revealing than
any single snapshot could ever be. Created by Worldsat, this image shows
the tremendous potential of combining multiple satellite images with
advanced computer processing. [Image coutesy Worl dsat]



Creating the image was a technological challenge because of the huge amount of data
involved, says Dr. Emery Miller, WorldSat's Vice President of Business Development.
1 Like any image displayed by a computer, the image of "The Earth from Space" is
made up of tiny square dots, called pixels. Thisimage was created with a resolution of
one kilometer, meaning that each pixel around the equator represents a square that's
one kilometer on each side. The Earth is nearly a perfect sphere, with a circumference
of almost exactly 40,000 kilometers? and a surface of roughly 127,796,494 square
kilometers, and thus this image occupied roughly 128 million pixelsinside WorldSat's
computer. According to Dr. Miller, those 128 million pixels required more than six
gigabytes of storage on the computer used to create the poster. Back in 1994, when the
data set was first created, WorldSat was pushing the computing limits of the world's
fastest computers. The Earth isabig place.

The compact size of the Earth on the WorldSat poster makes it just about impossible to
locate anything that's man-made. Squeezing 40,000 kilometers onto a poster 36 inches
across means that each inch coversroughly 1,111 kilometers. In fact, if you take out a
magnifying glass and look at the places on the planet where you would expect to see
the great cities, al you are likely to seeis atiny reddish smudge surrounded by a sea of
green. Those dots are a combination of dust, pollution, roads, and buildings. The green
IS nature.

Although I'm a sucker for a pretty planet, Miller says that alot of people want images
of amore local variety. "We find that the greatest interest is to be able to locate your
house," he says. People want to point at the map and say, "I live here! Look at that!"

WorldSat's Earth is just the beginning. If you have patience, a computer, and $50, you
can now do much better: you can order up a satellite photograph of your own home
shot by a state-of-the-art spy satellite. Since the early 1980s, there's been an ongoing
effort on the part of the space-ferrying countries to turn satellite photography from a
tool of governments into acommodity used by businesses and even consumers. Thisis
just another example of how advanced technology is invariably democratized.

TheEyein the Sky



The United States launched itsfirst spy satellite in 1959. Called Corona, the top secret
project was actually the U.S.'sfirst space program. Each Corona satellite was equipped
with specially cast, ultra-high-resolution lenses, specially made photographic film that
could withstand the rigors of space, and reentry vehicles that could return the film to
Earth. The cameras had a resolution better than five feet, or 1.5 meters. This means that
any object on the ground that was at |east five feet across—a car, atent, or amissile
silo—could be seen from space.

Panoramic photographs may be an obvious use of spy satellites, but they are just the
beginning. Five-foot resolution allows arelatively sophisticated analysis. For example,
an analyst can distinguish different kinds of aircraft from one another based on their
silhouettes, which is essential for military planning. Y ou can count the number of cars
in aparking lot to determine how many people work at a particular building, beit a
factory or a"safe house."

Unlike the U2 spy planes, satellites had the advantages of being unmanned and capable
of conducting routine surveillance over incredibly large areas. Satellites offered a
degree of precision and repeatability that was otherwise impossible. And the U.S.
military made great use of its newfound capability. By photographing the same scene
month after month, it was possible to closely monitor Soviet production, troop
deployment, and even aspects of the country's economy. According to an article
published in Technology Review after the Corona program was declassified in 1996,
"some 121 Corona satellites would orbit the earth between 1960 and 1972, taking some
800,000 pictures on 2.1 million feet of film." 2

Satellite surveillance violates no law or treaty. Things that happen outdoors, in public,
are public by definition. Perhaps more to the point, there was little practical reason for
nations to object. The Soviet Union didn't protest U2 overhead flights until it managed
to shoot down Gary Powers's spy plane in 1960. But there was no defense against the
spy satellites other than cloudy days and staying indoors. Launching aformal protest
would simply have been an admission of national impotence.



For decades, the resolution of spy satellites was simply unmatched by civilian orbiters.
But that doesn't make the lower-resolution craft less useful. The Landsat 5 and 6
satellites, launched in 1982 and 1984, respectively, have onboard instruments that
photograph the surface of the Earth at 30-meter resolution in six different spectral
bands. Although the original purpose of the satellites was to prospect for natural
resources (hence their official name, the Earth Resources Technology Satellites),
Landsat images have also been used to monitor atmospheric and ocean conditions,
detect pollution levels, prospect for ail, survey crops and forests, and of course, make
posters. The Landsat satellites pass over every portion of the Earth every 18 days. You
can buy a Landsat scene covering an area 160 kilometers square for $3500, with
discounts available for older data sets.

With 30-meter resolution, Landsat is great for looking at things like crop yields on
large farms. But Landsat doesn't work very well for monitoring the direct results of
human activity. Most roads and buildings are thinner than 30 meters, making them
invisible to Landsat's camera.

France changed things in 1986, when it launched SPOT 1, the world's first commercial
spy satellite. (SPOT is a French acronym that stands for Satellite Pour I'Observation de
la Terre—satellite for observation of the earth.) The first three SPOT satellite had two
cameras. One was a black-and-white camera providing 10-meter resolution of objects
on the ground. The second camera recorded green, red, and near-infrared images at 20-
meter resolution. Images from both cameras could be combined to create a high-
resolution, full-color image. Those cameras made history just one month later, when
SPOT 1 passed over the Ukraine just in time to snap the photographs of the burning
Chernobyl nuclear power plant. The Soviet Union wasn't talking, but the images told
the story.

Orbiting at 830 km above the Earth's surface, both the SPOT 1 and the SPOT 3 satellite
completely cover the earth every 26 days. Roughly the size and weight of avan, the
cameras cut a swath between 60 km and 117 km wide as the satellite circles overhead.
The images are encrypted and beamed directly to Earth, where they are picked up by a
SPOT ground station.



SPOT's biggest customers are the "black” agencies—intelligence officersin both the
United States and other countries. A glossy color handout from the company shows
SPOT images taken from the Persian Gulf War. One photograph shows a sensitive
military installation with at least a dozen groups of buildings. The next photograph
shows the same buildings, their white roofs replaced with black smudges. "Black in
certain structures may be indication of fires," the legend notes dryly. Similar imagery
depicting many civilian houses without roofs was shown by NATO forcesin April
1999 to demonstrate the result of Serbian "ethnic cleansing” in Kosovo. The images
helped rally public support for NATO's bombing of Serbia.

"When we first launched in 1986, people were all up in arms about national security
and privacy. They said 'our privacy isgone!’," says Clark Nelson, SPOT's Manager of
Marketing and Communications. 2 But as the years have passed, critics have learned to
live with the orbiting eyes. Businesses and governments have learned to exploit them.

SPOT sellsits photographs for updating maps, monitoring environmental degradation,
and providing visual backdrops for computerized geographical information services.
Farmers can use SPOT images to monitor their fields: for less than 50 cents an acre,
they can deduce which plots need to beirrigated or fertilized. Today, the people using
these images "are very advanced gentleman farmers,” says Nelson. "They say, 'I'm tired
of the tractor. | want to do advanced digital image satellite processing.” But within a
few years, satellite imagery will be a basic tool of agribusiness.

Where the early adopters go, the masses follow. The McDonald's and KFC fast-food
chains have started using satellite images to locate stores in fast-growing areas—areas
where municipal maps don't accurately show which roads have been built, which are
under construction, and where the new houses are going up. Satellite images are
increasingly being used to illustrate business reports. A typical business product is
SPOT's MetroView, highly enhanced satellite images of major U.S. cities that are
designed to be quickly incorporated into desktop programs like Adobe PhotoShop. A
view of an entire metropolitan area sells for $400 to $600; smaller "cells" cost $100.

SPOT isalso playing an important role in mapping the locations of future cellular
telephone sites in the devel oping world. The images provide detailed maps, including
the elevation of the landscape, the location of the roads, and the density and height of
the buildings.



"It's the most beautiful equation I've seenin 11 years," says SPOT's Nelson. "We have
the data, they have a need, and they have the money to pay for it. Are we shrinking the
friggin' world or not? We are providing the most detailed maps of the remote areas, and
they [the communications companies] are providing them with telecommunications.”

Surveillance View of China




This three-dimensional perspective view of mainland Chinawas created
entirely from space imagery collected by the French SPOT surveillance
satellites (artist's drawing, right top). The data that generated this view was
then fed into a computer program developed by Qualcomm, Inc., of San
Diego, California, and used to calcul ate appropriate locations for cellular
telephone radio towers. Using a system such as thisin Hong Kong,
Qualcomm was able to cut the number of cell sites needed from 83 to 80,
saving $3 million in cell sitesand $1.5 million in testing. [Photos and artist's
drawings courtesy SPOT Imaging]

SPOT has also developed Eaglevision, atransportabl e satellite base station. Designed
for emergency relief or military operations, the system consists of a 3.5-meter dish that
can directly receive the satellites signals, and two trucks worth of computers and
processing equipment. The system can acquire a SPOT image as the satellite passes
overhead and can produce field maps of the surrounding area. The system can even
create a three-dimensional model, which can then be fed into aflight simulator and
used to plan either emergency supply delivery missions or bombing runs.

SPOT isjust one of many firms either selling access to government satellites or
operating their own. In 1984, Lockheed Martin incorporated the Earth Observation
Satellite Company (EOSAT), whose original mission was to commercialize the U.S.
government's Landsat satellites. In the 1990s, EOSAT turned to high-resolution spy
satellites. First, EOSAT partnered with the Indian government, acquiring exclusive
rights to resell images from India's IRS-1C satellite, a satellite with 5.8-meter
resolution that was launched in December 1995. In 1996, EOSAT was purchased by
Space Imaging, a Colorado-based firm that now operates the largest constellation of
civilian surveillance satellites orbiting the planet. The company recently launched its
own 1-meter resolution satellite.

Who has need for high-resolution satellite imagery? Practically everybody, asserts
Space Imaging's promotional material. The company sees markets in agriculture, civil
governments, environment, exploration, mapping, public utilities, the media market,
even the direct consumer, as this quote from its web site demonstrates:



Seeing the Earth from above brings new opportunities to the consumer market, perhapsin ways
that people have never imagined possible. Space Imaging's consumer-oriented products can be
used in applications ranging from entertainment and recreation to problem solving and personal
navigation.

Satellite imagery of the Earth, offered today at resolutions never before available to the
commercial marketplace, reveals unlimited information about the planet for customers who have
traditionally been unaware of the remarkable detail visible in satellite images. Space Imaging's
goal isto promote the widespread incorporation of Earth imagery in avariety of consumer
products including flight simulators, map books, trip planners, screensavers, encyclopedias,
travel videos, jigsaw puzzles, postcards and framed prints. &

Perhaps more telling is some market literature | picked up at a Seattle trade show in
1997. At the show, which focused on advanced surveying techniques, EOSAT handed
out a pamphlet describing how local governments could use the 5-meter images from
the Indian satellite to spy on their own citizens (see the boxed ad).

Of course, atax collector could go to the local airport, rent a plane, and take his or her
own aerial photographs. But just as satellite imagery is cheaper, more consistent, and
easier to use for the intelligence agencies, it's easier for state and local civil agencies as
well.

Recovering Uncollected Income with Five-Meter Data

Six years ago, the Jones family moved into a new custom-built home in the
suburbs. Since then, they've added a new room, built a pool and made other
improvements, all without ever paying adime in taxes, permits, and other
fees. City administrators, unaware of the situation, never bill the Joneses and
never collect the delinquent revenue.



This scenario represents an all-too-common problem for city administrators.
Uncollected tax, permit and fee proceeds account for millions of lost dollars
that would otherwise go toward important municipal programs. So what can
agencies do to recover thisincome? They can turn to EOSAT IRS-1C five-
meter data. £

At the same conference, | visited a poster session sponsored by the Minnesota
Department of Resources, which in 1997 developed a system for surveying the state's
timber and farmlands. Before turning to satellite data, state officials had been
conducting aerial surveys, and had been lucky if they could revisit asite every ten
years. With satellite imagery, Minnesota can update its database on a monthly basis.

Because satellite surveys of the Earth's surface are so comprehensive and so easy to
work with, satellite imagery is creating a historical record of the Earth's surface that is
unparalleled in human history. When President Clinton declassified the Corona, Argon,
and Lanyard programsin 1996, he placed more than 860,000 images of the Earth's
surface from the years 1960 to 1972 into the public domain.2 Y ou can now gauge the
extent of the environmental damage during the Soviet regime by comparing Corona's
1960 images with 1996 images of the same region taken by SPOT or IRS. Libraries of
satellite images have become a new kind of time machine.

Two things limit further advances in satellite imagery. Thefirst is politics. High-
resolution satellite imagery isinherently a military technology. For years, the U.S.
intelligence establishment was unwilling to give up the technology or the regulatory
approval necessary to allow civilians to use the same technology. SPOT and IRS, both
operating outside the U.S., changed that.



Old habits die hard. When EOSAT/Space Imaging received permission to launch its
own 1-meter resolution satellite, it had to agree to something called shutter control. At
any time—presumably, during a time of war—the U.S. government can close EOSAT's
shutter, and in so doing, stop the flow of itsimagery. The U.S. Congress has placed
further restrictions on the satellites, for example, prohibiting the sale of high-resolution
images of Israel. And while the French SPOT isn't subject to U.S. Department of
Defense shutter control, it has aso placed limits on imagery during wartime: during the
Persian Gulf War, SPOT refused to sell pictures to news organizations that would show
troop movements on the Arabian Peninsula. The fear was that Iragi leader Saddam
Hussein would see the photos and plan accordingly.

The second limitation is the Earth's atmosphere itself. As satellites probe with increased
magnification, minor disturbances in the atmosphere caused by haze, humidity, and
heat waves play stronger roles. Seeing a clear image therefore requires a combination
of high-precision optics, sophisticated data processing, and luck. "Are there theoretical
limitations that are in any sense practical? | would say probably not," says WorldSat's
Miller, who has more than 20 years experience in civilian satellite imagery. Miller says
that realistically, we will never be able to see microscopic objects from space. On the
other hand, he says, there have been persistent and credible rumors that the highest-
quality spy satellites "can resolve the text on a cigarette package.. . . On a perfect day
with al conditions perfect, | would probably agree that you could do it. It is certainly
within the realm of technological possibility."

But practically speaking, says Miller, it doesn't make sense to get caught up with the
resolution game. "Y ou rarely can get conditions so perfect.” What's more, resolution is
ultimately less important than the availability and frequency of images—that is, the
ability to order up an image on a moment's notice, and the ability to photograph the
same area of the globe every week, every day, or every hour.



Online services that sell satellite photographic information make the importance of
frequency abundantly clear. For example, Microsoft's TerraServer allows you to
display high-resolution space imagery (at the 1.5-meter resolution) of practically
anywhere on the planet: all you need to do isto type an address or the location's
latitude and longitude. The spatial coverageis pretty good: TerraServer covers most of
the earth. Unfortunately, the temporal coverage is lacking. For example, in August
1999, | tried to order up a space image of my neighborhood in Cambridge. Sure
enough, TerraServer had a photo of the area taken by a Soviet-era spy satellite. But
alas, the image was taken on June 30, 1989. Cambridge has undergone alot of changes
in the past ten years, but the high-resolution image of Cambridge that | ordered off the
Internet for $13.95 doesn't show them.

Aswe move forward, the social impact of satellite imagery will come from combining
the images with collateral information and sophisticated processing, rather than from
merely reprinting pretty photographs for people's pleasure. A taste of that future came
in the spring of 1997, when the U.S. State Department used satellite imagery to attack
the credibility of Israeli West Bank settlers and influence that country's internal
politics. The State Department announced that, based on satellite surveillance, 26% of
the apartments built by Jewish settlers on the occupied West Bank were vacant, and
that a whopping 56% of those in Gaza were similarly empty. "Thereis no need for
expanding settlements, because all the settlers can be housed in existing housing in
existing settlements,” an unnamed official leaked to the New York Times. Coming up
with these numbers was a simple matter of comparing daytime imagery, which reveals
the location of houses, with nighttime infrared imagery, which reveals which houses
are actually being heated.

A View of the O'Reilly Officesin Cambridge



- D.ﬂl“h Difice - _h Al : I ' 'I-.l.
- Cambridge, Massac —~ IRk« n
il 1 _“ [ :’ﬂ -
i q 'l‘IIr- i .

l L

This satelite photograph of Cambridge, Massachusetts, was taken by a Soviet
spy satelitein 1989, licensed to SPIN-2, and downloaded over the Internet
from the Microsoft TerraServer TerraServer for $13.95. Theimage, with a
resolution of roughly 1.2 meters per pixed, clearly shows buildings, roads,
railroad tracks, and alarge solid waste dump that has since been converted
into apark. Although a single high-resolution image such as this one can be
used as alow-cost alternative to surveys conducted on the ground, the true
value of satelite imagery comes when an organization has access to multiple
images that are separated by several days, weeks, or years. High-resolution
images such as these, available over the changing the way people think about
outdoor privacy. [Image courtesy Aerial Images, Inc.]



The combination of global satellite surveillance, long-term image databanking, and
commercial availability of the imagery is changing what it means to be outdoors.
Whether you are on top of Mount Everest, floating on araft in the middle of the
Pacific, burying the victims of a massacre, or ssmply building an unauthorized pool in
your backyard, today you can be absolutely alone and yet have the eyes of the world
upon youl.

The Eye on the Ground

Far easier than putting a spy satellite in space isinstalling a surveillance cameraon a
pole. Twenty years ago, many people considered video cameras to be an unwanted
intrusion into their personal privacy. But today we've grown accustomed to them.
Video cameras are now a constant presence in the world around us. They are in stores,
malls, schools, and office buildings, on the streets, and even in our own homes. They
are also getting harder to spot. The cameras no longer look like rectangular boxes with
alens at one end and afew wires coming out the other: these days, many video cameras
are hidden behind a globe of smoked plastic. And there is the new generation of video
cameras that are roughly the size of abox of matches. These can be hidden anywhere.

I remember seeing my first surveillance cameras in banks and late-night convenience
shops when | was growing up in the Philadel phia suburbs of the 1970s. | didn't like the
ideathat | was being videotaped every time | went to deposit a check or buy a soda, but
| understood why the cameras were there: our country has a history of bank robberies
and late-night holdups. It seemed reasonable to accept the claim that the cameras would
offer some kind of protection for bank tellers and convenience store clerks: even if the
teller or clerk were killed in a holdup, the video record would help identify and, it was
hoped, prosecute the perpetrator. I'm sure that if | were aclerk at an all-night store, |
would want the video surveillance as well—even though | would know that an equally
important purpose of the video surveillance is to deter employee theft.

When banks began installing automatic teller machines, it was only natural to outfit
these machines with surveillance cameras as well. When | saw my first automatic teller
in 1979, | thought that the camera was "protecting” the heavily armored ATM machine.
It was only years later, when | was getting money on alonely street in the middle of the
night, that | realized that the camera was actually there to protect me.



When | was an undergraduate at the Massachusetts I nstitute of Technology, the school
contracted with two banksto install apair of automatic teller machines in the middle of
the Infinite Corridor, the Institute's main pedestrian thoroughfare. That created a
problem: while MIT wanted the ATMs, school administrators didn't want the cameras
recording every student who walked by the machines on their way to class. After some
negotiation between the banks and the school, the cameras were tilted in such a way
that they couldn't peer down the hallway, and a notice was put up telling people that the
areawas under video surveillance.

But constant video surveillance is desensitizing. A few years later, the video cameras
had been tilted back into their "proper" positions. The warning signs were removed
when the walls were repainted, and they were never put back. Although the cameras
were now in violation of MIT's campus policy on video surveillance—a policy that
discourages unnecessary surveillance and prohibits surveillance without notification—
nobody seemed to care. One reason might have been that it wasn't anybody's job to
notice: the MIT policy didn't have any enforcement mechanism.

In the early 1990s, towns in southern England began installing out-door surveillance
cameras connected to long-running video recorders. The purpose of the cameras was
simple: fighting crime. The cameras are supposed to work in two complementary ways.
by recording all holdups and street crime, they create evidence that can later be used in
an investigation or prosecution. And because the cameras are prominently positioned so
they can't be missed, their presence also has a deterrent 